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EXECUTIVE SUMMARY

This document presents the first version of the FIESTA-loT Ecosystem Planning
and Reporting Tool that will provide the contact point for the experimenters and
testbed integrators of the FIESTA-loT platform. The FIESTA-IoT Planning and
Reporting is also the support dimension of the FIESTA-IoT experimentation,
services and testbeds integration activities. This deliverable provides the design,
specification of the system and the deployment instructions and provide the
interaction support lifecycle for Fiesta-loT testbeds, and experimenters.

The Ecosystem Planning and Reporting also named as Ecosystem support t is
an integrated system that has different modules. These modules provide
complementary features to each other. At the front end, Ecosystem Support has
a point of contact for users to send their questions, after that the expert team can
answer their questions and a ticketing management tool that tracks and
organizes issues for faster resolution. The Ecosystem Planning and Reporting
tools also have a feature that aggregates and organizes questions and answers
into a knowledge base. Additionally the system can have multiple points of
contact, dashboard and analytics section. It also includes features that allow
agents to escalate issues to a higher level.

Copyright © 2016 FIESTA-loT Consortium 5
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1 INTRODUCTION

Ecosystem Support (Planning and Reporting) is a point of contact for users to send
request in the form of questions, by using the ecosystem support the FIESTA-loT
expert team can answer their questions using a backend ticket management tool that
tracks and organizes issues for faster resolution. The ecosystem support also have a
feature that aggregates and organizes questions and answers into a knowledge
base, such as FAQs. The system backend system can have multiple points of
contact, a dashboard and analytics tools. It also has a feature that allows agents to
escalate issues to higher levels.

In the background, there is analytical processing and automated processes, which
provide more advanced features such as correlate multiple contacts, automatic
reporting tools, and intelligent ticket management tool. The automated tasks
supported by the Ecosystem Support are ticket categorization and prioritization,
alerts and naotifications, ticket status management. Along this line, the Ecosystem
Support can track and understand how visitors are interacting with the website in real
time. Therefore, it can use that insight to trigger rule-based proactive chat
conversations. As results, it can identify new, returning visitors and start chats based
on visitor activities and their questions. It also allows the file transfer from the support
team to users.

Such integrated frontend and backend features are packaged in three modules:
Mantis module, Live Chat module and Question & Answer module. The Mantis
module is mainly responsible for interfacing with Mantis database which managing
tickets. The Live Chat module is responsible for managing the live chat features
including storing and retrieving chat messages. The Question & Answer module in
the Ecosystem Support sets up a page on the WordPress site that lets logged in
users submit questions that can be answered by the community, or answered and
closed by administrators. Questions can be tagged, and marked as Resolved,
Closed, etc. or can be grouped into categories. Questions can also be asked and
answered completely on the front-end, though user can make edits to them on the
back-end. Moreover, all of these features can be customized, via the plugins,
including email notifications, advanced permissions, and more complex organization,
but getting everything up and running is fairly simple.

The section 2 in the document describes the design architecture of the ecosystem
support system. The architecture description includes the overall structure of the
system as well as detailed descriptions of each component composing the whole
integrated one. The section 3 includes the deployment guideline will follow. In the
deployment guideline will give detailed step-by-step instructions on how to setup up
such a system. The section 4 help the user on how to use the system, the guidelines
on how to use each of the common features and administrate settings, detailed the
instructions with screenshot are provided. The guidelines are given for every module
of the integrated system.

Copyright © 2016 FIESTA-loT Consortium 6
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2 ECOSYSTEM SUPPORT DESIGN & ARCHITECTURE
2.1 Ecosystem Support Lifecycle

The ecosystem support desk follows the idea design of complementary activities to
cover all the range of support services that goes from simply online Questions and
Answer section to a full set of on-site assistance, for the case of FIESTA-IoT project
the idea of deploying full functionalities is used for the best practice on defining the
lifecycle design (Figure 1) however not all the functionalities will be implemented.
First because the expected demands of the users in FIESTA-IoT are coming from a
developers background and thus it is expected their technical skills are advanced
and second because the restriction on budget allocated to this task allows only the
remote support. At the figure 1 the lifecycle starts by using online tools support like
blogs sections and/or questions and answers section, if the Q&A section is not
enough to cover the required support, then a life support online or “live chat” system
is enabled to allow interaction with FIESTA-loT platform experts, the back end of this
online support is an open source planning and ticketing system to optimize and
control the resolution of registered incidences, i.e. code bugs, questions, support,
deployment problems etc. By opening a ticket via the back end technologies an
expert is informed and the ticket is assigned to be resolved, if the online expert can
solve the inquiry, then the case is mark as resolved and closed. However if the query
is more specialized and require a more knowable expert by using the ticketing
system the task is escalated and assigned to the appropriate expert, the resolution of
the problem can require the participation of a resolution feedback team and /or the
technical expert, which he can pass this to a third party if this is not in his technical
capacity to resolved it, otherwise the feedback will be provided via the ticketing
system that automatically send the response via email. If the response is satisfactory
and received correctly by the opener of the case the ticket is closed and the case
closed. This FIESTA-loT Planning and Reporting lifecycle design is totally open
source oriented with the main intention to provide insights to explore and receive
contributions for extensions and more functionalities in subsequent versions.

FIESTA

Stakeholders
Level 1

Level 2

FIESTA Testbeds - -

Level 3

Front-End Back-End

Figure 1 Ecosystem Support Lifecycle Design
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2.2 Ecosystem Support Architecture

The architecture of Fiesta ECOSYSTEM SUPPORT has four modules as depicted in
Figure 2 below. The main module is ECOSYSTEM SUPPORT, an integrating module
that connect the three other modules as follow:

1. Q&A (Question and Answer) module: This module enable users to browse all
question and experts answers for helping users to gain a better understanding
about FIESTA-IoT platform applications.

2. LIVE CHAT module: This module allows users to chat with the support team.
3. Mantis APl module: This module allows create a new ticket to mantis system.
The detailed descriptions of these modules are presented in following sections.

Q&A LIVE CHAT MANTIS API

t cket

ECOSYSTEM SUPPORT

Figure 2 Ecosystem Support Architecture
2.3 Mantis Architecture

The Mantis module provides the interfaces for the Ecosystem Support to create a
new ticket in Mantis database. The workflow of interaction is depicted in Figure 3. In
this figure, we can see the interaction is carried via node.js to interface with Mantis
APIs to access the MANTIS database. Mantis Database stores the organization data
of projects, submitted tickets and users’ profiles. Via Mantis APIs, the ECOSYSTEM
Support can create, delete, and assign, ... a ticket to users that then can be stored in
Mantis Database that is then made accessible for different users or application APls
that have access to this database.

Ecosystem Support » MANTIS API Mantis Database

MANTIS SYSTEM

Figure 3 Mantis Architecture

Copyright © 2016 FIESTA-loT Consortium 8
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2.4 Live Chat Architecture

Live Helper Chat module is an open source Live Support chat for a website. As
illustrated in Figure 4, powered this module, the Ecosystem Support allows website’s
visitor to chat with expert support team. A chat message will send to PHP core
module. After that the expert supports person will answer and PHP core module send
the answer message back to the visitor.

Live Chat module stores chat messages in its Live Chat Database. The Live Chat
Data also store users’ information together with those chat messages. The data in
the database is made available to others users and application via APls.

A 4

Ecosystem Support ¢ PHP Core

LIVE CHAT

Figure 4 Live Chat Architecture

2.5 Question & Answer Architecture

Question & Answer module is an open source plugin for adding a question and
answer section to WordPress website as shown in Figure 5. Question & Answer
module allows visitor to view the questions and the answers of the question that
they’re choose. It also allows an operator to post or delete questions and answers,
set permission to users via the Plugin Manager. The Plugin Manager redirects the
module to the right place to store data in the WordPress Database such as posts,
pages, comments, categories, tags, custom fields, users, and other site options such
as site urls etc.

Q&A

WORDPRESS

Figure 5 Question & Answer Architecture
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3 ECOSYSTEM SUPPORT DEPLOYMENT
3.1 Mantis Deployment Guide

3.1.1 Installation

These section is dedicated to developers and describe in the form of tasks the
deployment of MantisBT and should be performed prior to any new installation or
upgrade.

1. Unzip mantisbt.zip

sudo unzip mantisbt.zip -d /var/www/html/

2. From your web browser, access

http://server _domain name or IP/mantisbt/admin/install.php

Please don't sett Admin username and Admin password
3. Finally, click Install/lUpgrade Database button. (Figure 6)

n & For Vo bow Vi L
€ C | © localhost/test3jmantisbt/fadmin/install php N ®

i Apps % Bookmarks Bm tuant e tuan2 MantisBT Uve Helper Chat = Enabling1IBM*Bl. [} loTSensor &5 Node-RED:iotex. o Dashboard-1BM G [ Asking For And G

iy

Checking PHP varsion (your version & 5.5 9. 1ubuntud. 20)

Chacking It safe mods 15 enabied for nstall scrpt

Chedang ese is 00 ‘config_ine.png’ flie In 1.2.x kcation

Checiang ther Is no ‘custom_conssants_inc. phyy fils n 1.2 X lacation

Checidag tr is N0 ‘custom_stings_inc php' file in 1.2.x locaticn,

Checking stom_functions_me phy fie in 2.2 x location

Chaclang there ralationships_inc.pnp fiie i 1.2,x ocation

Checidng these is no ‘me_confi_defausts_inc.php’ fle in 1.2.x location.

Checking there is no ‘me_conbig_inc php' fike in 1.2.x location

Installation Optons

Type of Database MySQL Improved
Hastname (for Database Server) Jocamhost
Uszemama (for Databasa) root

Password (for Database) oovene

Database name (for Datahase) Dugracker

Admin Usemams (lo create Database i required)

Admin Password (o create Database if required)

Daawase Table Prefix mantis
Daiabase Pugn Tabke Prefix phagin
Datatase Table Suffx _table
Detautt Tme Zone urc

Prnt SQL Quarias instead of Witng to the Daabase

Alemp: Instalaton insislUpgrage Datanase

Figure 6 Mantis Install page

3. The script attempts to write a basic config_inc.php file to define the database
connection parameters.

This operation may fail if the web server's user account does not have write
permissions to the directory (which is recommended for obvious security reasons). In
this case, you will have to manually create the file and copy/paste the contents from
the page.

Copyright © 2016 FIESTA-loT Consortium 10
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4. Delete the admin folder
For security reasons, the scripts within this directory should not be accessible

on a live MantisBT site or on any installation that is accessible via the Internet.

Once you have confirmed that the install/upgrade was successful, you should delete
this directory

rm -r admin

5. After a new installation, login to your ticket management use the default

Administrator account. The id and password are administrator / root.

Create a new Administrator account: go to Manage > Manage Users and
create a new account with ‘administrator' access level.

Change the default Administrator account to 'reporter' access level and
change a new password for the default Administrator account.

Create a new Project: go to Manage > Manage Projects and create a new
project with a name is Fiesta.

3.1.2 Upgrading

This section explains how to upgrade an existing MantisBT installation.

1. Put the site down for maintenance

cp mantis_offline.php.sample mantis_offline.php J
This will prevent users from using the system while the upgrade is in progress.

. Always Backup your code, data and config files before upgrading!

This includes your Mantis directory, your attachments, and your database.
Refer to the Backups section for details.

. Copy the configuration files

To preserve your system settings, you should copy the files listed below to the
new directory, as well as any other custom files such as logo, favicon, css, etc.
config_inc.php custom_strings_inc.php custom_constants_inc.php
custom_functions_inc.php

. Execute the upgrade script. From your web browser, access

http://yoursite/mantisbt/admin/install.php

. Provide required information for the upgrade

High-privileged database account
Additional privileges required: INDEX, CREATE, ALTER, and DROP
If this account is not specified, the database user will be used.

. Click the Install/lUpgrade Database button.

. At the end of the upgrade, review and correct any warnings or errors.

Copyright © 2016 FIESTA-loT Consortium 11
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3.1.3 Backups

MySQL databases are easy to backup using the mysqldump command:

mysqldump -u<username> -p<password> <database name> <output file>

To restore a backup you will need to have a clean database. Then run:

mysql -u<username> -p<password> <database name> <input file>

You can also perform both of these tasks using phpMyAdmin

3.1.4 Uninstall

To uninstall MantisBT:
* Delete the MantisBT directory and all files and subdirectories.

* Drop all MantisBT tables from the database, these can be identified by the
configured prefix for the installation. The default prefix is 'mantis’.

* Remove any customizations or additions that you may have made.

If you have the permissions to create/drop databases and you have a specific
database for MantisBT that does not contain any other data, you can drop the whole
database.

3.2 Live Chat Deployment Guide

3.2.1 Installation

Live Helper Chat is available for deployment on a new server.
In detail, the steps will do the following:

1. Unzip livehelper.zip to /var/www/html :

unzip livehelper.zip -d /var/www/html/

2. Go to phpMyAdmin and create an empty database with the name is livechat

3. After that you gave permission to write to cache folder ( you should see the
following the images below)

a. Type sudo su and cd to wvar/www/htmi/livehelper
b. Give write permission to cache folder: chmod -R 777 cache/
c. Your browser is pointing to the URL

Copyright © 2016 FIESTA-loT Consortium 12
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http://server_domain_name_or_IP/livehelper/index.php/site_admin/install/install

d. You gave recursive write permission to cache folder. (Figure 7)

< C @ localhost 2flivehelp web/indexphp/site_ad ucall/insts w e @80
i Apps % Bookmarks Bm tuanl Bm tuan2 MantisBT Uve HelperChat < Enabling 1BM* Bl " 10T Sensor 52 Node-RED :iote o Dashboard - 1BM G [B Asking ForAnd C » | W Other bookmark
You will NEed 10 grant wille PErMISSIONS on any of (he red-marked 10Kers, You can do Mis by changing IS USEIMAME 0 YOur WED SEvers LSEname of by changing PENMiSsions with 8 CHMOD 777 on the dispiayed files/Tolders.

Checking folders permission

* dvectory

GOOOO0OODCOOOOQOEE

Figure 7 Live Chat Install page
After that you have to give write permission to few other folders also:

chmod -R 777 settings/settings.ini.default.php
chmod -R 777 var/storage

chmod -R 777 var/userphoto

chmod -R 777 settings/

chmod -R 777 var/storageform

chmod -R 777 var/storageadmintheme
chmod -R 777 var/storagedocshare
chmod -R 777 var/storagetheme
chmod -R 777 var/tmpfiles

After that you should see all items in green colour and click Next button (Figure 8)
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€ C | ® localhosttest _webjfindexphpysite_adm ins e @8O0
T Apps W Bookmarks B8 tuont BE tuan2 Mantis8T Live HelperChat < Enabling IBM* Bl [3 IoT Sensor BB Node-RED iotex. @) Dashboard-18M 1 G [B Asking For A C »  @m Otherbookmarks
Installation

You wik 1264 10 Qrant write permissions on any of the red-marked TOXEs. You can g0 Mis by Changing It USSMAME 10 YOUI Wb SEIVEr's USSIMAME 0f by Changing PEMISSIONs wih & CHMOD 777 on the dsplayed NesTolders

Checking folders permission

| can write to “cacheicacheconfy” directory

| can writes 1

1 can wrlie 10 "cax

n wiiie 10 “cache)

i can wre 1

| can wrile 10 “vawi'sto

g directory

1 can wriie 10 “vatusenhow” directory

IS the phg-pdo exension instabed

J6bO0obEbEBEOGEBEAOE

Is the ad exension nstaked

Figure 8 Live Chat Install page

Next you have to enter database settings (example: livechat database). Database
have to be precreated (Figure 9)

<« C @ localhosttest2 livehelper/thc_web/index.pt admin/install/ N Y
I Apps  Bookmarks Ww tuani W tuan2 MantisBT  Live HelperChat < Enabling IBM*Bl.  [1 loT Sensor §2 Node-RED:iotex: of Dashboard-1BM: G [i] Asking For And ¢

<

Installation step 2

Database settings

Usemame =

Password seer

tost 127.0.0.1
frest 3306
Database name fivechatl
Next

Figure 9 Database Setting page
At next step you will see initial application settings. Please setting:
Admin username: administrator
Admin password: (password)
Email: (admin email)
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<« C | @ localhost/te /
i Apps % Bookmarks W tuani WM tuan2 MantisBTY Live Helper Chat = Enabling IBM* & ™ 1oT Sensor Node-RED :iotex: @ Dashboard-18M

"0,
Installation step 3
Initial application settings

Admin username* i
Admin username administrator

Adminpassword® e
Admin password repeat*
E-mail*

Your name

Your sumame

Default deparment*

Finish mnstaliation

G [ Asking For And ¢

Figure 10 Application Setting page
Finally, click Finish installation button.
4. Delete design folder in var/www/htmi/livehelper/

sudo rm -r /var/www/html/livehelper/design

5. Unzip the new theme in deployment file to Ihc_web folder

sudo unzip design.zip -d /var/www/html/livehelper/

6. Upload the theme file in System Configuration:
a. From your web browser, access

chatconfiguration

http://server_domain name or IP/livehelper/index.php/site_admin/system/configuration#/

b. Click Import new themes link

c. And select file Inc-theme-1 (1).json in the folder
/var/iwww/html/livehelper/design/defaulttheme/lhc-theme-1

d. Set default theme
7. Clear cache in System Configuration:
a. From your web browser, access

uration#/system

http://server_domain name_or IP/livehelper/lhc_web/index.php/site_admin/system/config

b. Click Clean cache link
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3.2.2 Backups

MySQL databases are easy to backup using the mysqldump command:

mysqldump -u<username> -p<password> <database name> <output file>

To restore a backup you will need to have a clean database. Then run:

mysql -u<username> -p<password> <database name> <input file>

You can also perform both of these tasks using phpMyAdmin

3.2.3 Uninstall

To uninstall Live Chat:
* Delete the Live Chat directory and all files and subdirectories.
* Drop all Live Chat tables from the database livechat.
* Remove any customizations or additions that you may have made.

If you have the permissions to create/drop databases and you have a database
livechat that does not contain any other data, you can drop the whole database.

3.3 Add New Ticket Deployment Guide

3.3.1 Installation

In detail, the steps will do the following:
* Unzip CreateTicketMantis.zip

» Edit config.js in the folder CreateTicketMantis (Figure 11)

runbatscript style.css % batquaibk.txt ® config.js % popup.htm| « fiesta_mantis_box.php — new version/fiestal

1 |var config = {};

2

3 config.mantis = {};

4

5 |config.mantis.url = "http://localhost/mantisbt/api/soap/mantisconnect.php?wsdl”;
6 |config.mantis.user = "administrator”;

7 |config.mantis.password = "root";

8 <cConfig.mantis.project = 'riesta ;

"General";
"Question : %s. From user name is %s and the email is %s";

9 config.mantis.category
10 config.mantis.template

12 //public config to use anywhere in the app
13 module.exports = config;

Figure 11 Edit config.js
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* Edit my-script.js in the folder CreateTicketMantis/html/js/ (at row 5)

kzttp ://hostserver:port/ticket/create’,
Example: 'http://140.203.154.171:8030/ticket/create’
* Use node.js to run index.js in the folder CreateTicketMantis

node index.js

Note: Keeping Create a Mantis Ticket module running with Forever

The purpose of Forever is to keep a child process (such as your node.js web server)
running continuously and automatically restart it when it exits unexpectedly.

Forever exposes its functionality via a command line interface available after
installation via npm:

[sudo] npm install forever -g

The usage options for Forever expose four simple command line tasks: start, stop,
stopall, list.

You can use Forever as a long running process by omitting the 'start' option. With
these tasks available, starting a nodejs script with Forever is simple:

8 forever start index.js

In the server, run this command to setup PHP SOAP

[sudo] apt-get install php5.6-soap

* Go to FIESTA Plugins --> Add New, find and upload fiesta_mantis_box.zip

* Activate the plugin through the 'Plugins' menu in WordPress
* Goto FIESTA dashboard, cilck Appearance and click Menus

e After that, click Fiesta Mantis Box and select Sidebar 2
* Finally click Add Widget button (Figure 12)
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&~ C | ® localhost/wordpress/wp-admin/widgets.php
i** Apps W Bookmarks W tuan1 [m tuan2 Support - FIESTA- MantisBT Live Helper Chat - < Enabling IBM*Bl. [ IoT Serfsor

@& FIESTAIOT © 22 B < New 2' UpdraftPlus

Portfolio
* FAQ
FAQs

= Email Subscribers

fhemes
Customise
Widgets

Menus

Fiesta Mantis Box

This is @ mantis box widget manager

Editor v Sidebar 1
& Plugins &% @

LEEE Footer 1
Tools

Footer 2
Settings

null
SEO 2

Cancel ‘ Add Widget
A Theme4Press

Slider

Figure 12 Setting Fiesta Mantis Box in Wordpress
* Click Save.
* In FIESTA dashboard click edit Support page and select Sidebar 2 in Page
Option — Sidebar.

3.3.2 Uninstall

To uninstall the Add New Ticket module, please follow the instruction below:

* Delete the CreateTicketMantis directory and all files and subdirectories.
* Go to FIESTA Plugins --> Installed Plugins, find the Fiesta Mantis Box Widget

plugin.
¢ C(Click on “Deactivate” link.

* After deactivating the plugin, continue to click on “Delete” link to delete the

plugin.
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3.4 Question and Answer Deployment Guide

3.4.1 Installation

In detail, the steps will do the following:

* Go to FIESTA Plugins --> Add New, find and upload dw-question-answer.zip

* Activate the plugin through the 'Plugins' menu in WordPress.

* Log In to your WordPress Dashboard and go to menu Dashboard ->
Questions -> Settings then choose pages where to put submit question form
and list questions page.

3.4.2 Uninstall

To uninstall the DW Question & Answer plugin, please follow the instruction below:

* Go to Plugins --> Installed Plugins, find the DW Question & Answer plugin.
* Click on “Deactivate” link. (Figure 13)

DW Question Answer
Deactivate | Edit
AWw/dPress plugin was make by DesignWall.com to build an Question Answer system for

support, asking and comunitcate with your customer

Version 1.2.8 | By DesignWall

Figure 13 Deactivate DW Question & Answer

* After deactivating the plugin, continue to click on “Delete” link to delete the plugin.
(Figure 14)

DW Question Answer
Activate Edit | Delete

A WordPress plugin was make by DesignWall.com to build an Question Answer system for

support, asking and comunitcate with your customer

Version 1.2.8 | By DesignWall

Figure 14 Delete DW Question & Answer
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4 ECOSYSTEM SUPPORT GUIDE
4.1 Mantis Administration Guide

4.1.1 Introduce

MantisBT is a web-based bug tracking system that was first made available to the
public in November 2000. Over time it has matured and gained a lot of popularity,
and now it has become one of the most popular open source bug/issue tracking
systems. MantisBT is developed in PHP, with support to multiple database backends
including MySQL, MS SQL, PostgreSQL and DB2.

MantisBT, as a PHP script, can run on any operating system that is supported by
PHP and has support for one of the DBMSes that are supported. MantisBT is known
to run fine on Windows, Linux, OS/2, Mac OS X, System i and a variety of Unix
operating systems.

4.1.2 Creating User Accounts

In MantisBT, there is no limit on the number of user accounts that can be created.
Typically, installations with thousands of users tend to have a limited number of users
that have access level above REPORTER.

By default users with ADMINISTRATOR access level have access to create new
user accounts. The steps to do that are:

* Click "Manage" on Main Menu.
* Click "Manage Users" (if not selected by default).
* Click "Create New Account" button just below the alphabet key.

* Enter user name, email address, global access level (more details about
access levels later). Other fields are optional.

* Click "Create Users". (Figure 15)

Logged in as: admunistrator { sdmmetior | 2017-02-22 12:14 UTC Proect Fiesta

Jumpl

Create New Account

Username

Real Name

E-mail

Access Level reporter
Enabled

Protected

Create User

Figure 15 Create New Account page
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4.1.3 Deleting User Accounts

By default administrators are the only users who can delete user accounts. They can
delete accounts by clicking Manage, Manage Users, locating the user to be deleted
and opening it details page, then clicking on the "Delete User" button that deletes the
user. (Figure 16)

[(ogged in o5, administrator | sammemo | 2017-02-22 12.15 UTC Project. | Fiesta

Edit User

Username

Real Name

E-mail

Access Level repones
Enabled

Protected

Notity User

Update User

Impersonate User  Reset Password I Delete User

Figure 16 Delete User Accounts

4.1.4 Issue Creation
An issue can be created via one of the following channels:

MantisBT Web Interface - This is where a user logs into MantisBT and reports
a new issue. (Figure 17)

SOAP APl - Where an application automatically reports an issue into
MantisBT using the SOAP API| web services interfaces. For example, the
nightly build script can automatically report an issue if the build fails.

Email - This is not supported out of the document, but there are existing
MantisBT patches that would listen to emails on pre-configured email
addresses and adds them to the MantisBT database.

Others - There can be several other ways to report issues. For example,
applications / scripts that directly injects issues into MantisBT database (not
recommended, except for one-off migration scripts), or PHP scripts or Node.js
scripts that use the core MantisBT API to create new issues.

The steps to create a new issue are:

Log into Mantis

Click on the option "Report Issue”.
Select Assign To

Enter Category.

Enter Summary.

Enter Description.

Enter Steps to reproduce.

Click Submit Report.
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é CChskype x| Inbond x| [ FIESTA x| [ FIESTA x (  Bookm. x | & Do x | G mantis x | G FIESTA x (B QUICK x | @ MANT x | ) Mash x ¢ Chatsl x © Repor x 143 e |
< C | @ localhosk/mantisit/wn repart_pegeshp ax e ®Q Ot

=] * Bockmurks ~ Support - FIESTA MarkisBT  Live Helper Chat o Enabling 1BM* Bl [ foT Sersor S Node-RED :iotex: o Dashboard -@BM 1 G () Asking For And G » I Other bookmarks

i L0g0Rd in aS: ACMNISYANOF { winrtrator ) 20170222 1208 UTC Project: (Fiesta v |1y *

Logaut | ump |

Enter Issue Details

1D B

* Category [l Projects] General
= Reproducibility haw ot et
Severity miner v
Priarity nomal v
Select Profile BOFR N
Assign To 10
* Summary HOW 10 regisier a lest bad?
- Description The question: How to register a test bed?. From user tuanht with the esazl:

tuanhtgégrail. com

Steps To Reproduce

Additional information

TIEEEE] FIEEET

L

Figure 17 Report Issue page

4.1.5 Issue Statuses

An important part of issue tracking is to classify issues as per their status. Each team
may decide to have a different set of categorization for the status of the issues, and
hence, MantisBT provides the ability to customize the list of statuses. MantisBT
assumes that an issue can be in one of three stages: opened, resolved and closed.
Hence, the customized statuses list will be mapped to these three stages. For
example, MantisBT comes out of the box with the following statuses: new, feedback,
acknowledged, confirmed, assigned, resolved and closed. In this case "new" ->
"assigned" map to opened, "resolved" means resolved and "closed" means closed.

(Figure 18)

View Issue Details [ Jump to Notes ][ Send a reminder ] [<<1[>>]
o eoest  Jcaegoy __|viewsaws i
0000009 Fiesta [All Projects] General public 2

administrator
administrator
T essigned

Question : test Create ticket. From user name is testABC and the email is intwan2006@gmall. com
No tags attache

i s | A

v | | change status To: |[new v | | Monitor | | Stick | | Clone | | Close | | Move | | Delete |
feedback
© Relationships acknowledged
: 3 2 | confirmed _— .
New relationship Currentissue |related 0 | resolved B || Add |

closed

Figure 18 View Issue Details page
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Following is the explanation of what the standard statuses that are shipped with
MantisBT means.

New - This is the landing status for new issues. Issues stay in this status until
they are assigned, acknowledged, confirmed or resolved. The next status can
be "acknowledged", "confirmed", "assigned" or "resolved".

Acknowledged - This status is used by the development team to reflect their
agreement to the suggested feature request. Or to agree with what the
reporter is suggesting in an issue report, although they didn't yet attempt to
reproduce what the reporter is referring to. The next status is typically
"assigned" or "confirmed".

Confirmed - This status is typically used by the development team to mention
that they agree with what the reporter is suggesting in the issue and that they
have confirmed and reproduced the issue. The next status is typically
"assigned".

Assigned - This status is used to reflect that the issue has been assigned to
one of the team members and that such team member is actively working on
the issue. The next status is typically "resolved".

Resolved - This status is used to reflect that the issue has been resolved. An
issue can be resolved with one of many resolutions (customizable). For
example, an issue can be resolved as "fixed", "duplicate", "won't fix", "no
change required", etc. The next statuses are typically "closed" or in case of the
issue being re-opened, then it would be "feedback".

Closed - This status reflects that the issue is completely closed and no further
actions are required on it. It also typically hides the issue from the View Issues
page. Some teams use "closed" to reflect sign-off by the reporter and others
use it to reflect the fact that the fix has been released to customers.

4.1.6 Workflow

By default, there is no workflow defined, which means that all states are accessible
from any other, by anyone.

The "Manage > Manage Configuration > Workflow Transitions" page allows users
with ADMINISTRATOR access level to do the following tasks:

Define the valid next statuses for each status.

Define the default next status for each status.

Define the minimum access level required for a user to transition to each
status.

Define the default status for newly created issues.

Define the status at which the issue is considered resolved. Any issues a
status code greater than or equal to the specified status will be considered
resolved.

Define the status that is assigned to issues that are re-opened.

Define the required access level to change the workflow.

Note that the scope of the applied change is dependent on the selected project. If "All
Projects" is selected, then the configuration is to be used as the default for all
projects, unless overridden by a specific project. To configure for a specific project,
switch to it via the combobox at the top right corner of the screen.
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The Global ("All Projects") workflow can also be defined in the config_inc.php file, as
per the following example.
$g_status_enum_workflow[NEW]='30:acknowledged,20:feedback,40:confirmed,50:assigned,80:resolv
ed';

$g_status_enum_workflow[FEEDBACK] = '30:acknowledged,40:confirmed,50:assigned,80:resolved';
$g_status_enum_workflowW[ACKNOWLEDGED]='40:confirmed,20:feedback,50:assigned,80:resolved;
$g_status_enum_workflow[CONFIRMED] = '50:assigned,20:feedback,30:acknowledged,80:resolved';
$g_status_enum_workflow[ASSIGNED ]= '80:resolved,20:feedback,30:acknowledged,40:confirmed';
$g_status_enum_workflow[RESOLVED)] = '90:closed,20:feedback,50:assigned’;
$g_status_enum_workflow[CLOSED] = '20:feedback,50:assigned’;

4.1.7 Page descriptions
4.1.7.1 Login page

Just enter your username and password and hit the login button (Figure 19). There is
also a Save Login checkbox to have the package remember that you are logged in
between browser sessions. You will have to have cookies enabled to login. If the
account doesn't exist, the account is disabled, or the password is incorrect then you
will remain at the login page. An error message will be displayed. You can also sign-
up for a new account. You must supply a valid email address and select a unique
username. Your randomly generated password will be emailed to your email account.

Signup for a new accoun t your password? |

administrator]

Figure 19 Mantis Login page
4.1.7.2 Main page

This is the first page you see upon logging in. It shows you the latest news updates
for the ticket management (Figure 20). This is a simple news module and is to keep
users aware of changes in the ticket management or project. Some news postings
are specific to projects and others are global across the entire ticket management.
This is set at the time of posting in the Edit News section. The number of news posts
is controlled by a global variable. When the number of posts is more than the limit, a
link to show "older news" is displayed at the bottom. Clicking on the link will bring up
the specified article. This listing will also only display items that are either global or
specific to the selected project.
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Logped in as: administrator ( admistrotor 2017-02-22 12:22 UTC Project. | Fiesta

Recenty Vmtnd

(1-212) Ti -
imel
test Croale tiekee meiine

= [ANProjecs] General - 2017-00-08 15:28 2017-02-15 .. 2017-02-22 [Prev]

No activity within time range
[ Projects] Grneral - 2017.02-06 0953
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st ]
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[All Projects] Genesal - 2017-02-04 17:27
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[All Projocss] Genaral - 2017-00.09 16:53

et Croate tekos
(Al Projects] General - 2017.02.08 15:28

Figure 20 Mantis Main page

4.1.7.3 View Issues page

Here we can view the issue listings. The page has a set of viewing filters at the top
and the issues are listed below. The filters control the behavior of the issues list. The
filters are saved between browsing sessions but do not currently save sort order or
direction. If the number of issues exceeds the "Show" count in the filter a set of
navigation to go to "First", "Last", "Previous”, "Next" and specific page numbers are
added. (Figure 21) The Search field will look for simple keyword matches in the
summary, description, steps to reproduce, additional information, issue id, or issue
text id fields. It does not search through issue notes.

Logged in as: administrator (sommesiare ) 2017-02-22 1225 UTC Project. Fiesta
£pon |55ue Jump
Recenty Vaied:
@ Search Apply Filier Creale Pernaink | AQvanced Fillers Reset Fiver Save Curent Fiier
Viewing Issues (1-11/11)[ 11 11
T e ) © — ! i ca ity pre 7 v v
- General minor new 2017-02-10 what is test bed?
¥ o General minor new 2017-02-09 question
y = Ganerad minor assigned ) 2017-02-09 test Create ticket
2 = General minor new (1an) 2017-02-09 Help test?
& - General minor assigned {(100) 2017-02-08 test 2
I = General minor assigned ( ) 2017-02-06 What is test bed?
5 -~ General minor new 2017-02-06 est1
r = General minor new 2017-02-04 admin
7 = General minor new 2017-02-03 How 107
= General minor new 2017-02-03 How about Test Bed?
~ General minor new 2017-02-03 aa
Select All Move A OK
oW foodosex prT—1 confimied agsgwes  resom =

Figure 21 View Issues page

Issue List - The issues are listed in a table and the attributes are listed in the
following order: priority, id, number of issue notes, category, severity, status, last
updated, and summary. Each (except for number of issue notes) can be clicked on to
sort by that column. Clicking again will reverse the direction of the sort. The default is
to sort by last modification time, where the last modified issue appears at the top.
The issue id is a link that leads to a more detailed report about the issue. You can
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also add issue notes here. The number in the issue note count column will be bold if
an issue note has been added in the specified time frame.

The addition of an issue note will make the issue note link of the issue appear in the
unvisited state. The text in the "Severity" column will be bold if the severity is major,
crash, or block and the issue not resolved. The text in the "Updated" column will be
bold if the issue has changed in the last "Changed(hrs)" field which is specified in the
viewing filters.

Each table row is color coded according to the issue status. The colours can be
customised through MantisBT Configuration Severities block - prevents further
work/progress from being made crash - crashes the application or blocking, major -
major issue, minor - minor issue, tweak - needs tweaking, text - error in the text,
trivial - being nit picky, feature - requesting new feature - Status new - new issue,
feedback - issue requires more information from reporter, acknowledged - issue has
been looked at but not confirmed or assigned, confirmed - confirmed and
reproducible (typically set by an Updater or other Developer), assigned - assigned to
a Developer, resolved - issue should be fixed, waiting on confirmation of fix, closed -
issue is closed, Moving the mouse over the status text will show the resolution as a
titte. This is rendered by some browsers as a bubble and in others as a status line
text.

4.1.7.4 Issue View page

Here is the simple listing of the issue report. Most of the fields are self-explanatory.
"Assigned To" will contain the developer assigned to handle the issue. Priority is fully
functional but currently does nothing of importance. Duplicate ID is used when an
issue is a duplicate of another. It links to the duplicate issue which allows users to
read up on the original issue report. (figure 22)

£O0000S: What s Test bed? » MantisST - Goag le Chrame a
Liva Helper Char-| % / QDONODS: What s 7 ¥ 40 wem |
€ C | © lozalhost/mant sbriz Qx| e &® &
i Apps # Dookmarks W tuani W tuan2 MantispT Livellelperchar <0 Enabling IBM*C ™ loTSensor @@ NodeRCD:lote: o Dazhboard-10r G [ Asking ForAnd s W Other bockmarks

| DA Submitad Last 2
PN B PN PR

Ll b AT

v | Manme | Sik| clenz  Clen | Mow | |Dnem

A |

|Crovs= & Botecrenn Uphedl e

©Users morAvring this xsue

TrEre Arz PO SRS PR S RS0
ligsenans [ fwr

Nhioies

T2 26 0 TEE 3NEhED 10118 S3E.

e FELERFEREELTTE

Figure 22 Issue view page
The issue report is a set of buttons that a user can select to work on the issue.
* Update Issue - brings up a page to edit all aspects of the issue
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* Assign to - in conjunction with the drop-down list next top the button, this is
a shortcut to change the assignment of an issue

* Change Status to - in conjunction with the drop-down list next top the
button, this is a shortcut to change the status of an issue. Another page
(Change Status) will be presented to allow the user to add notes or change
relevant information

* Monitor / Unmonitor Issue - allows the user to monitor any additions to the
issue by email

* Create Clone - create a copy of the current issue. This presents the user
with a new issue reporting form with all of the information in the current
issue filled in. Upon submission, a new issue, related to the current issue,
will be created.

* Reopen Issue - Allows the user to reopen a resolved issue
* Move Issue - allows the user to move the issue to another project

* Delete Issue - Allows the user to delete the issue permanently. It is
recommended against deleting issues unless the entry is frivolous. Instead
issues should be set to resolved and an appropriate resolution category
chosen.

A panel is provided to view and update the sponsorship of an issue. Another panel is
provided to view, delete and add relationships for an issue. Issues can have a
parent/child relationship, where the user is warned about resolving a parent issue
before all of the children are resolved. A peer relationship is also possible. Below
this, there may be a form for uploading file attachments. The Administrator needs to
configure the ticket management to handle file uploads. If uploading to disk is
selected, each project needs to set its own upload path. Issue notes are shown at the
bottom of the issue report. A panel to add issue notes is also shown.

4.1.7.5 Issue Change Status page

This page is used to change the status of an issue. A user can add an issue note to
describe the reason for change. In addition, the following fields may be displayed for
update:

* Resolution and Duplicate ID - for issues being resolved or closed

* Issue Handler (Assigned to)

* Any Custom Fields that are to be visible on update or resolution

* Fixed in Version - for issues being resolved

* Close Immediately - to immediately close a resolved issue.
4.1.7.6 Issue Edit page

The layout of this page resembles the Simple Issue View page, but here you can
update various issue fields. The Reporter, Category, Severity, and Reproducibility
fields are editable. Also modifiable are the Assigned To, Priority, Projection, ETA,
Resolution, and Duplicate ID fields.
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4.1.7.7 My Account Page

This page changes user alterable parameters for the system. These selections are
user specific. My Account page allows the user to change their password, screen
name, and email address. It also reports the user's access levels on the current and
other projects.

4.1.8 Preferences
This sets the following information:
* Default project

* whether the pages used for reporting, viewing, and updating are the simple or
advanced views

* the delay in minutes between refreshes of the view all issues page

* the delay in seconds when redirecting from a confirmation page to the display
page

* the time order in which notes will be sorted

* whether to filter email messages based on type of message and severity

* the number of notes to append to notification emails

* the default language for the system. The additional setting of "auto" will use
the browser's default language for the system.

4.1.9 System Management Pages

A number of pages exist under the "Manage" link. These will only be visible to those
who have an appropriate access level.

4.1.9.1 Manage Users

This page allows an administrator to manage the users in the system. It essentially
supplies a list of users defined in the system. The user names are linked to a page
where you can change the user's name, access level, and projects to which they are
assigned. You can also reset their passwords through this page. At the top, there is
also a list of new users (who have created an account in the last week), and
accounts where the user has yet to login. New users are created using the "Create
User" link above the list of existing users. Note that the username must be unique in
the system. Further, note that the user's real name (as displayed on the screen)
cannot match another user's user name.

4.1.9.2 Manage Projects Page

This page allows the user to manage the projects listed in the system. Each project is
listed along with a link to manage that specific project. The specific project pages
allow the user to change:

* the project name
* the project description
* its status
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* whether the project is public or private. Private projects are only visible to
users who are assigned to it or users who have the access level to
automatically have access to private projects (eg: administrators).

* A file directory used to store attachments for issues and documents
associated with the project. This folder is located on the web server, it can be
absolute path or path relative to the main MantisBT folder. Note that this is
only used if the files are stored on disk or via FTP. In case of FTP, the cached
version that is saved on the web server, is stored in the specified path.

e common subprojects. These are other projects who can be considered a sub-
project of this one. They can be shared amongst multiple projects. For
example, a "documentation" project may be shared amongst several
development projects.

* project categories. These are used to subdivide the issues stored in the
system.

* project versions. These are used to create Changelog reports and can be
used to filter issues. They are used for both the Found In and Fixed In
versions.

* Custom Fields linked to this project

* Users linked to this project. Here is the place where a user's access level may
be upgraded or downgraded depending on their particular role in the project.

4.1.10 Monitor Issue

The monitor issues feature allows users to subscribe to certain issues and hence get
copied on all notification emails that are sent for these issues. Depending on the
configuration, sending a reminder to a user about an issue can add this issue to the
user's list of monitored issues. Users who reported the issue or are assigned the
issue typically don't need to monitor the issue to get the notifications. This is because
by default they get notified on changes related to the issue anyway. However,
administrators can change the configuration to disable notifications to reporters or
handlers in specific scenarios.

4.1.10.1 Reopen Issue

Re-open issue button is visible in the issue view pages if the user has the appropriate
access level and the issue is resolved/closed. Re-opening an issue will allow users to
enter issue notes for the reopening reason. The issue will automatically be put into
the Feedback status.

4.1.10.2 Delete Issue

The delete issues button appears on the issue view pages for the users who have
the appropriate access level. This allows you to delete an existing issue. This should
only be used on frivolous or test issues. A confirmation screen will prompt you if you
really want to delete the issue. Updater, Developers, Managers, and Administrators
can remove issues (you can also configure this).
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4.1.10.3 Close Issue

This is a button that appears on the issue view pages for users that are authorized to
close issues. Depending on the configuration, users may be able to close issues
without having to resolve them first, or may be able to only close resolved issues.
After the button is clicked, the user is redirected to a page where an issue note
maybe added

4.1.10.4 Assign to me

This button appears in the issue view pages in case of users with access level that is
equal to handle_bug_threshold or higher. When this button is clicked the issue is
assigned to the user.

4.1.10.5 Resolve Issue

This option on the View Issues page allows you to resolve the issue. It will lead you
to a page where you can set the resolution state and a duplicate id (if applicable).
After choosing that the user can choose to enter an issue note detailing the reason
for the closure. The issue is then set to the Resolved state. The reporter should
check off on the issue by using the Close Issue button.

4.2 Live Chat Administration Guide

4.2.1 Introduce

Live Helper Chat is an open source — Live Support chat for the website. It includes:
co-browsing, XMPP notifications, GTalk, Jabber, Openfire, Skype, Chrome
extension, Node.js support, MySQL, PostgreSQL.

4.2.2 Login Live Chat Admin page

In order to login, point your browser to directory where application is installed (Figure
23). URL address should look like http://<your_domain>/index.php/site_admin/

Example: http://localhost/livehelper/lhc_web/index.php/site_admin/

Please login

Username

manager

Password

Remember me

Login Password reminder

Figure 23 Login Live Chat
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4.2.3 Live Chat Main page

The live chat main window consists of three main block: left menu, right menu and
middle block (Figure 24) Left menu is used for configuration application. Right menu
block displays logged user and resents chats by their status. Middle block browsing

in chats messages and information of logged user.
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€ C| O lcalhostfive hat-id-1 1 % @D :
I Apps  Bookmarks B tuani B tuan2 MantisBT Live Helper Ch: = Enabling IBM*E [ loTSensor &8 Node-RED :iote: of Dashboard-1Bt. G [ Asking For Anc » | m Other bookmarks

= =] « o ¥
o RS 2
i -
& - B2
Wit Tor b [ O |
=}
i L L Aci chet |
Jopart
Time z petondoo, 1237:3
Coud you e sse anzwe iy quesiion ? - 003
Page
d Q1-22 12
@ | wa 14

Figure 24 Live Chat Main page

4.2.4 Chat window
In message window you see chat status and user, support messages.

In message writing block you can write messages in multiple lines by pressing
Shift+Enter and then you want to send message press enter. Message can be send
also by pressing send button (Figure 25).

2 Chat started with - tuan « Live Helper Chat - live support - Google Chrome

@ localhost/!v¢ 2#n/ch

@
>
H 2017-02.10 183843
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chal
> 3
Select a canr nessa 7
|
@ o) 9 & =
== |
X BB« ) 4 @ Pend! rry
’ [ 3% R0 > -9 i
online

Department

Europe/London, 13:07:45

Time zone
P 127.0.0.1
Page
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Figure 25 Chat Window
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4.2.5 Chat statuses

There are three chat statuses:
* Pending - chat was not opened by operator
* Active - chat is active

* Closed - chat is close
User initiates chat, chat gets Pending status and appears in administration panel as
pending one.

Then responsible person start chat it gets active status.
Next responsible person get closes chat it gets closed chat.

4.2.6 Chat listing page

You can access previous chats by clicking left menu “Chat” -> “Chats list” link. You
will see in screenshot below (Figure 26).

Chats listing windows in general is the same so only active chats list screenshots
provided.

« C @ localhost Ve W & ® 9 0
* Bookmarks Support - FIESTA MankisaT Live Helper Chat = Enabling 1IBM* & Y IoT Sensor 8 Node-RED :iote of Dashboard - 18M & ) Asking For And G 2] hetps/fmail.nuio = 8 Other bookmarks

Chars list
Nick E-mail Date range from to
Department User Vote status Chat status

depanment v elect usar v Any v | Ay v 1€S112, 7017-0206 10-18:05

Has unread messages Product Chat ID

elect produ v wnline

o E 0h. 41 m. 26 5. ago. 3 Pendng chal

tuan, 2017-02-10 19:38:43
line | 0 h. 41 m. 40 5. ago

1-0.zip ~ Show ¥l x

Figure 26 Chat list page

4.2.7 Cleaning cache

Cleaning cache is necessary then user updates roles, users or groups. Expire cache
link cleans necessary policy cache and ensures that user rights are updated. It's
recommended for non admin users to click "Clean cache" button then administrator
updates their permissions. Clean cache link can be seen in system configuration

page.
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4.2.8 Themes
4.2.8.1 Import a theme

Navigation to “System” -> "System configuration" -> "Live help configuration" ->

"Import new theme" in this window just upload new theme.

4.2.8.2 Apply imported theme

You can set default theme in Configuration -> Live Chat configuration -> Default

theme

Also you can apply themes individually to embed code by selecting combobox in
widget generation window. So you can just choose which theme widget should use..

4.2.9 Application default values

Some default values which can be useful to know.

* Chats are synchronized every 3.5 seconds interval.
* Admin interface is synchronized every 10 seconds.

* There is default 10 chats limit in tabs listing. To see all active chats if there is

more than ten chats, use listing functionality.

4.3 Create New Ticket Guide

Create New Ticket is a Node.js application that uses the core MantisBT API to create

new ticket in Mantis Database (Figure 27).

Contact Us FIESTA-loT Project @
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BROWSE COMMUNITY QUESTIONS AND FIESTA TUTORIALS AND WEBINARIS)
EXPERTS ANSWERS
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BECAUSE WE CARE. LIVE CHAT WITH SUPPORT TEAM CREATE A TICKET TO REPORT AN ISSUE TO QUR

FIESTA SUPPORT TEAM

b e |
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Click to chat Report on issue
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asked by fiestaint

asked by Tuan Tranhat

Figure 27 Report an issue widget
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The steps to do that are:

* Go to Support page (on FIESTA Portal or FIESTA website)
* Click "Report an issue" button on Support page
* Enter name, email address, your question.

* Click "Report the issue". After that the new ticket will appear in the issue list of
MantisBT system.

4.4 Question And Answer Guide

4.4.1 Introduce

DW Question and Answer is a WordPress plugin which builds a complete Question &
Answer system for your WordPress site.

The steps to browse questions and fiesta experts answers are:

* Go to Support page (on FIESTA Portal or FIESTA website) (Figure 28)
* Click "Find out more" button in Question & Answer (QA) on Support page

(Figure 29)
Support
QUESTION & ANSWER (QA) VIDEOS
BROWSE COMMUNITY QUESTIONS AND FIESTA TUTORIALS AND WEBINAR(S)
EXPERTS ANSWERS ...

a 7ol e a
Vil

P &

s

HELPING YOU TO GAIN A BETTER UNDERSTANDING TO HELP GAINING A BETTER WORKING WITH OUR
ABOUT FIESTA APPLICATIONS ... APPLICATIONS ...
BECAUSE WE CARE, LIVE CHAT WITH SUPPORT TEAM CREATE A TICKET TO OUR FIESTA SUPPORT TEAM ...
E L A
Figure 28 Support page
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4.4.2 Front-end appearance

TWQAQuestions - x o e

€ C O fezakces

* @9 0
24T Federated Interoperable Semantic loT Testbeds and Applications
Home FIESTA-loT Concept Opean Call loT Testbeds loT Experimants News Contact Us FIESTAloT Project Support
Q
b hbeinte ik
bl ot ek e L
Figure 29 Front-end Questions & Answers
4.4.3 Ask Question page
In Front-end appearance page, click Ask Question button (Figure 30)
Home FIESTA-loT Concept Open Call loT Testbeds loT Experiments News Contact Us FIESTA-loT Project Support
Q
Title
) (1] (o] ] ] ] o] (] (W) ) (o] fovore) kanman]
)
Category
Tag

Figure 30 Ask Question page

You can set ask question form on a sidebar or a separate page. With this feature,
users can set the title question, provide detailed descriptions with HTML or
Markdown, assign it to a category and tag it to help increase site exposure.
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4.4.4 Search page with Instant search function

Instant search function is Ajax-based solution helps you quickly search information
while entering parts of your text. (Figure 31)
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Figure 31 Search page
.
4.4.5 Back-end settings
This section is in back-end: Dashboard --> Question (Figure 32)
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Figure 32 Béck-er"l‘ahsettings

All features (such as edit, delete, sticky, follow, change question status) also can be
handled from back-end. This allowing you to manage the community in an easy and
convenient way.
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4.4.6 Set permissions

Permission Settings section allows you to control who and how they can interact on
your Question & Answer page.

This section is in back-end: Dashboard --> Questions --> Settings. There are 3
separate settings for Question, Answer and Comment, applied for default user roles.

By default, one can always edit, delete his own questions, answers and comments.
Thus, the Edit and Delete permission here in back-end mean that he can edit and
delete ALL other questions, answers and comments. (Figure 33)
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Figure 33 Permission Setting
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5 CONCLUSIONS

This deliverable reports the work done for creating the supporting system for the
ecosystem planning and reporting of Fiesta-loT. The system build, called, the
Ecosystem Support, is the system simplicity connected with powerful features, very
good scalability and great tech support. The Ecosystem Support makes online
communication easy and efficient for working with FIESTA applications. The system
aims to provide speedy feedbacks to the FIESTA-IoT wusers community
(experimenters and testbed providers) and quick solutions from support teams via
integrated communication features including live chat, Q&A and Knowledge base.

The whole system is implemented by extend other existing systems such as Mantis,
WordPress and Live Chat to build the required features. More importantly, we have
integrated them into a single integrated platform that can pipeline data through
different modules and coordinate each other. At the current state of implementation,
the system have three modules which provide a wide variety of features which are
described in the system guidelines which illustrative demonstrations associated with
screenshots. The whole system is well packaged and is easy to be installed with
step-by-step instructions set that were described in above installation section. Also,
the architecture design and other technical implementation details were also
described in the first section.

The future functions of the Ecosystem Support will support single sign-on with
OpenAM, a report plugin can be used with the Mantis that enables to manually edit
the settings or write SQL to fetch reporting information. Moreover, the voice chat
function for automation answer is also a desired feature. It is also a plan to integrate
the state of the art Al-powered chat bot features to faster the supporting cycle in
interacting with Fiesta-loT platform.
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