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EXECUTIVE SUMMARY

This deliverable describes "Training, Consulting, Testing and Validation" as a result of
the work done in WP6 along with other work packages in the FIESTA-I0T project. This
document aims to address the following topics:

e Training Platform;

e Training Workshops;

e Support Tools Statistics;

e Interoperability Testing and Validation.

In chapter 1 it describes in detail the FIESTA-I0T training platform that provides all the
information necessary to properly use the FIESTA-IoT platform. This training platform
includes all the information in the "Handbook for Experts and Extensions” in a more
dynamic and user-friendly way as it is organized by specific courses that are also
explained in detail in this document.

To support the FIESTA-IoT Open Calls, training workshops were organized for
experimenters and extensions in order to present the FIESTA-IoT platform to the third
parties. In chapter 2 more information about each of the workshops and all the material
used in each one is provided.

Chapter 3 presents relevant information about the acquired statistics on solved and
unsolved issues through the different support tools as the FIESTA-IoT training
platform, Mantis System, Live Chat Support, and the GitHub Issue Tracker.

Chapter 4 describes how the FIESTA-I0T interoperability testing tools (specifically the
Certification Portal and Model-based Interoperability Testing Tools) were employed to
test and validate that the in-house FIESTA-I0T testbeds interoperated correctly with
the FIESTA-IOT platform.

Copyright © 2017 FIESTA-loT Consortium 6
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1 TRAINING PLATFORM

The FIESTA-IoT Training platform is implemented using the Moodle learning platform?,
offering some useful courses that provide information and describe how to correctly
use of the FIESTA-IOT platform. This training material is accessible in the FIESTA-I0T
Moodle platform?.

FIESTA-loT Training Platform

Available courses

gl = |

Figure 1 - FIESTA-IOT training platform.

FIESTA-IoT Moodle platform provides many types of resources related to organisation
and support of FIESTA-IoT Open Calls. These resources are grouped in three courses:

e FIESTA-l0T: What is it?2 — Is intended to be used as a “Getting Started” guide,
providing an overall description of the FIESTA-I0OT project. It intends to provide
a contextualization to FIESTA-IOT newcomers;

1 https://moodle.org

2 http://moodle.fiesta-iot.eu/

3 http://moodle.fiesta-iot.eu/course/view.php?id=3

Copyright © 2017 FIESTA-loT Consortium 7
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e Guide for 3 Parties* — Intends to provide support to the FIESTA-IoT for 3™
parties, giving an overview of the FIESTA-IoT platform, detailed information on
the FIESTA-loT Security framework and extensive guides for 3™ parties
Experimenters and for Testbed providers;

e FIESTA-10T Open Calls® — This course provides several support services to
the participants of the FIESTA-IoT Open Calls.

1.1 FIESTA-IOT: What is it?

This course is intended to provide all the basic documentation regarding FIESTA-I0OT.
It is explained in detail the Interoperability Challenge of the FIESTA-IoT, the access
through a common Experiment as a Service approach and the FIESTA-IoT main
architecture.

FIESTA-loT: What is it ?

Site pages

Current course
« Paricipants
b Genecal What is FIESTA-loT ?
P What is FESTA4OT 7
b house Testbads/Experments FIESTA-IOT it is project that provides & Bueprint Expermentsl
. _ * FIESTA-loT
Please configure this block and select o 3 WWWfIGSla-lOteu

which activity it shoulo clspiay results

from

(last 5 minutes)

Figure 2 - Section with an overview about what is FIESTA-I0T.

The FIESTA-I0T project has four in-house Testbeds and three in-house Experiments.
In this section, there is also a description of each in-house Testbeds such as the
summary of the domains supported by each platform, the main assets associated to
each of these domains and the number of resources available in each of the cases.

Some examples of 10T in-house Experiments that can be carried out across the
FIESTA-IOT Federation can be consult here.

4 http://moodle.fiesta-iot.eu/course/view.php?id=4

5 http://moodle.fiesta-iot.eu/course/view.php?id=2

Copyright © 2017 FIESTA-loT Consortium 8
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1.2 Guide for 3" Parties

This course provides all the information related to FIESTA-loT for 3" parties and some
useful links to the FIESTA-IoT GitHub page that can be used by the users to
understand several aspects of the FIESTA-IoT Platform, the link with relevant
information about the FIESTA-I0T Help-Desk Support and the link to the FIESTA-IOT
Platform.

Guide for 3rd Parties

Figure 3 - Relevant information section® with useful links.

The resources present on this course are based on the “Handbook for Experimenters
and extensions”, written by FIESTA-IoT consortium to provide guidelines 3" parties
FIESTA-IOT platform users on how this platform works and on to use it.

This course is open to everyone and therefore no account or specific access
permissions are required to access the training resources. The topics covered in this
course are:

e FIESTA-IOT Overview;

e FIESTA-IOT Security Framework;
e Guide for Experimenters;

e Guide for Extensions;

e FIESTA-lIoT Handbook.

FIESTA-IoT Overview

In this section, we provide a short introduction of the FIESTA-IoT platform®, as API
documentation and the FIESTA-IoT Web Portal. This section also recommends some
external references to be read before starting playing around with the framework.

6 http://moodle.fiesta-iot.eu/mod/book/view.php?id=110

Copyright © 2017 FIESTA-loT Consortium 9
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Guide for 3rd Parties

FREBTA 0T Ovwrvew
| PESTA- 127 Pathars Fiesta-loT Overview

1 FIESTA-loT Platform

Forthe saas o 3 pRtsy Voo ot 1 etrectien
iorvaton betamer e ol aat s act kesl we Nt e

1w G Wvrwy T SONWONt COMPOnITeS T AXTH 0 FES TA KT BETEWOIE: Wi T 20880 a6 Wil i sachangn af
w1 e rolew thut £an b Lrciertaen ty sOSrTEd LeETE fEWti ST At A SaCETITErTe

Uperveartsr

FIESTA-loT Platform

Figure 4 - FIESTA-IoT Overview section.

FIESTA-IoT Security Framework

This section is dedicated to the Security processes of the FIESTA-IoT Framework’ that
are common to administrators of Testbeds and Experimenters.

Guide for 3rd Parties

FIERTA 1T Sacirty Frammerk

Fiesta-loT Security Framework

1 L TN

1 User registration

W ortier 1 st vy FERTA T servien
TRGAT AN MO U O T

suthwicaton Pote (a wews b e 1 Pig
BOOUAT W 1N Py AR 00 Daw the “LOG O Dumen, 11

¥ Iotd, mgatiens of e AALse tole WIS Dhe seaaed | &

Figure 5 - FIESTA-I0T Security Framework section.

7 http://moodle.fiesta-iot.eu/mod/book/view.php?id=106
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The information provided in this section aims to guide how to deal with all the process
of the FIESTA-lIoT authentication and authorization standpoint, covering the
registration process, role definition, and subsequent use of user credentials to gain
access to the FIESTA-IoT framework.

Guide for Experimenters

In this section®, users can find relevant information about the integration of
Experiments in the FIESTA-IOT Platform. A guide is provided to help in questions
related with the Experiment management tools and loT-Registry API for advanced
experimenters.

Guide for Experimenters

1.1 Experimant DSL (FEDSpea)

1 Experiment management
1.1 Experiment DSL (FEDSpec)

FIESTAGT sxpanmreet managemen! W i B by the usage of & descriitive Bnguage (DSL) which s capatoe of hosting ab |
apecit Intr. Tha langunge o calied FIESTA T Expecment Mooel Otject (FEDSpac) and in gepoted in Y Figum

........
| PEOSpae JOym—
B fyoe  omyUA
feacraee
40 » e N — 20 Saoh :
10 Pages R
" - oo (0N
Oad ""’V
WIS Parts
onaral , ‘J)‘ )
STA0T Overview 0 uree ) Biieow
ESTA 0T ty | work Tape W of we A
Quide for Exper \
e T J

Figure 6 - Section with the Guide for Experimenters.

A folder for “Training Workshop for Experimenters™ is also provided, including all the
content used and/or presented during the Workshops for Experimenters from the
FIESTA-IoT Open Calls. This material is also available in the video° presentations of
each workshop.

8 http://moodle.fiesta-iot.eu/mod/book/view.php?id=104

9 http://moodle.fiesta-iot.eu/mod/folder/view.php?id=108
10 https://www.youtube.com/playlist?list=PLm2glQ0ki_ZW3IMVv8CGajkV2JUs8PnWx
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Guide for Extensions

This guide!! gathers all the necessary information related with the integration of new
testbeds into FIESTA-I0T. As such, this guide address topics as how to semantic align
with FIESTA-loT’s semantic data models, testbed and resource registration, send
data/observations and testbed management.

Guide for 3rd Parties

sete Yor Extarsions

t Gettieg sligned with FIESTA 0T Guide fOI’ Extensions

semantic data models

1 Getting aligned with FIESTA-loT’'s semantic data models

FIESTA-IOT ONTOLOQY

Figure 7 - Section with the Guide for Extensions

The Training Workshop for Extensions folder'? is provided with all the content used
and/or presented during the Workshop for Extensions from the FIESTA-IoT Open
Calls. The presentations performed on each workshop are also available in video?!3.

FIESTA-IoT Handbook

This course* presents the “Handbook for Experimenters and Extensions”, whose main
objective is to provide a complete vision of all the features that FIESTA-I0T can support
in this current release.

11 http://moodle.fiesta-iot.eu/mod/book/view.php?id=96

12 http://Imoodle.fiesta-iot.eu/mod/folder/view.php?id=114
13 https://www.youtube.com/playlist?list=PLm2glQ0ki ZXtW10Yh-SWXZ3w8n8W _VBd

Copyright © 2017 FIESTA-loT Consortium 12
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FIESTA-loT Handbook

et 18 00 Drovida & holstc vision of ail the featires Bt the FIESTA-IOT can suppon in this cument miesse, Following a

h, we a:m at gucng extemal users, ather testhed agminisiralors or exporimanters, in order 0 aase thelr Ives when 2t

This documant provickes Al the condent avalabin withn this tmining course and may be Lesed for offtine macing

Figure 8 - Section with the FIESTA-IoT Handbook.

This guide!* aims at helping external users, either testbed administrators or
experimenters, in using the all the functionalities provided by FIESTA-IoT platform.

This is a document available for download and provides all the content available within
this training course and may be used for offline reading.

1.3 FIESTA-IoT Open Calls

This course provides a range of indispensable support services to the participants of
the FIESTA-IOT Open Calls.

FIESTA-loT Open Calls

» Site pages
» Currant course
-t 1 F L 'y 1
« Participants i
FIESTA-0T - Generic Information
» Open Cai 2 - Extansons

» Submission of Propsals for OC2 FIESTA-loT - Generic Information

This saction providas information regarding the FIESTA-loT Progact, such as:

* Information regasding the FIESTA-loT Patiorm;
« Information regarding the in-housa Testbads;
« Information regarding the in-house Experiments

The FIESTA-I0T Project announces the 2nd Open Call for Extensions. We
are targeting advanced and innovative 10T 18stbeds 10 jon the FESTA-lOT
testbed federation, Information regarding this naw Opan Call can be found
using the next link

P

This documaent provides all the information regarding the 2nd FIESTA-loT
Competitive Call for Exiensions

UPDATED on 06/02/2017

Figure 9 - FIESTA-IoT Open Calls course.

It changes during each Open Call period, focusing on the specifics of the Open Call
that is currently underway. It also includes documentation related to the available and
federated testbeds, guidelines on how prepare proposals for the upcoming FIESTA-

4 http://moodle.fiesta-iot.eu/pluginfile.php/711/mod_resource/content/2/FIESTAIOT Handbook4ThirdParties v1.0.pdf
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IoT Open Calls and information about the submission mechanism for the Open Call
proposals.

2 TRAINING WORKSHOPS

Under the FIESTA-lIoT Open Calls, Training Workshops for Experimenters and for
Extensions were organized where the FIESTA-IoT platform and its specific
characteristics were presented to the third parties.

2.1 Training Workshops for Experimenters

In the Training Workshop for Experimenters, relevant information was presented to
help experimenters setup their experiments using the tools provided by the FIESTA-
0T platform. The resources used/presented in this workshop can be accessed on a
folder'® on the Guide for 3" Parties module course.

Guide for 3rd Parties

FIESTA-loT OC1 - Training Workshop for Experimenters (14/03/2017)

WPDATED s asasaat

Figure 10 - Folder with the resources used/presented in the Training Workshop.

The 1* workshop was held remotely on the 14th March 2017 through the
GoToMeeting'® platform. The 3™ Parties were previously invited and contacted to
participate in this workshop organized by the FIESTA-IOT consortium. The attendance
list includes the teams responsible for the Experiments accepted in the Open Call:

15 http://moodle.fiesta-iot.eu/mod/folder/view.php?id=108

16 https://www.gotomeeting.com/
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e DATAQUEST (Data quality and easy services creation in FIESTA-I0T) from
Technical University of Madrid;

e DATE (loT data management at the network edge by decentralized community
service) from UPC;

e CREDIT (CorRelations Between Data graphs and loT topologies) from Institute
of Communications and Computer Systems (ICCS);

e Talk2Fiesta (Conversational Information Services for FIESTA-I0T) from U-
Hopper srl;

e SPIAM (Smart Polyhedron Indicator for Asset Management) from Heritas
Soluciones Tecnoldgicas S.L.;

e SMT (Smart Monitoring) from SRC solution.

In this workshop some topics about the FIESTA-IOT Training and support tool were
presented and discussed, followed by a detailed description of the four in-house
Testbeds providers, the FIESTA-I0T Ontology, methods for user authentication and
authorization to access the FIESTA-IoT facility, the platform overview focused on
northbound, the portal-based platform services and a detailed description of the three
in-house Experimenters. The complete agenda of this workshop can be found in Annex
A.

The presentations of this workshop are also available in video and anyone can watch
the training workshop for Experimenters in the Guide for 3" Parties course®.

Guide for Experimenters

The fodowing ook conain negvam nifonnaion about the Ntegration of Expenmants in the FIESTA-laT platform

Thee guice held vou N Quealions related 10 the Experent manageeant 1oo! g T Rogatry AP for adhanced cxdarmonien

Trhes 008 SYOVNOeS all T COMBNT Laall andiar presantad dunng the Worahaop for Expoermenters bom the 151 HESTA 10T Cpen Cal

UPOATED on 24082017

T wpOor e wirrers of the ot Open: Cals, FESTA 0T hostod Yaing »orahods. The presenisdons an avilabie 1 T8 Deovious foloer, ond now Yo

G R WAl ths tranng workshop for Expasmenters aid On 1hs 140 Mgt 201 7) hare

Weicome and briefing

e Liuss Sanchez

Unhorsidac 00 Cantatra
FEETA-laT Technusl Manager

Marsh Sen. 2017

Figure 11 - Section with the presentation videos for Experimenters.
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2.2 Training Workshops for Extensions

With a similar objective to the workshop for the Experimenters, the Training Workshop
for Extensions of the FIESTA-IoT Open Calls was held to present the necessary
information for the integration of Extensions with FIESTA-IoT platform. The resources
used in each workshop can also be accessed on a folder!? on the Guide for 3™ Parties
module course.

Guide for 3rd Parties

FIESTA-loT Open-Calls: Training Workshop for Extensions

UPDATED on 25052017

Figure 12 - Folder with the resources presented in the Training Workshop.

In each workshop for Extensions common topics as in the training workshop for
Experimenters were presented. These topics where the FIESTA-I0oT Ontology, the
methods for user authentication and authorization, and the FIESTA-IoT Training and
Support tool.

The topics specific for Extensions were the Testbed Provider Services (TPS),
Development and the Annotator as a Service, how to develop the required annotation
and validation tools, the required components for the registration of a Testbed or a
Resource, and the Testbed Provider Interface (TPI) Configurator usage.

A 15t workshop for Extensions was held on the 17th March 2017, remotely through the
GoToMeeting'é platform, according to the agenda available in Annex B. The 3" Parties
were previously contacted and invited to join the workshop. This workshop was
organized by the FIESTA-IOT consortium, and the attendance list included the teams
of the Extensions accepted in the 15t Open Call:

e NITOS (Network Implementation Testbed using Open Source Platforms) from
University of Thessaly (UTH);

e MARINE (MARIine Infrastructure for moNitoring and Experimentation) from
GRIDNET S.A;;

e ADREAM FIESTA from LAAS-CNRS.

Copyright © 2017 FIESTA-loT Consortium 16
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This Workshop is also available in video and anyone can watch it in the Guide for 3™
Parties course®.

Guide for Extensions

Here is gathered all the necessary information related to the integration of Extensions with FIESTA-
loT.

I:\ Guide for Extensions
Issues like getting aligned with FIESTA-loT’s semantic data models, testbed and resource
registration, send data/observations and testbed management are explained in detail here.

i FIESTA-loT Open-Calls: Training Workshop for Extensions

This folder provides all the content used and/or presented during the Workshop for Extensions from
the FIESTA-IoT Open Call (1st and 2nd)

UPDATED on 29/05/2017

To support the winners of the 1st Open Calls, FIESTA-IoT hosted training workshops. The
presentations are available in the previous folder, and now you can also watch the training workshop
for Extensions (held on the 17th March 2017) here:

* 11:30 Break - uemu

* 13:15 Lunch break
}:30Testl t

=B

Figure 13 - Training Workshop folder and the presentation videos for
Extensions.

The 2" workshop was held in 29th May 2017 remotely through the GoToMeeting!®
Platform, according to the agenda available in Annex C. The 3" Parties accepted via
the 2" Open-Call were previously contacted and invited to participate. This workshop
was organized by the FIESTA-IoT consortium, and the attendance list included the
teams responsible for the Extensions accepted in the Open Call:

e TeradAqgri (Tera testbed in smart agriculture domain) from TERA Srl;

e REALDC (Operational Data Centre, Campus Energy and Weather Sensors)
from WIT;

e FINE (A FIESTA-enabled IoT Architecture based on RERUM) from FORTH.

Copyright © 2017 FIESTA-loT Consortium 17
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This 2" training workshop for Extensions was also recorded in video, however it is
currently being edited, so it will be provided as soon as possible and made available
in the Guide for 3" Parties course®.

2.3 Training Workshop at IoT Week 2017
A physical training workshop was organized by the FIESTA-IoT consortium which was
held on 8" June 2017 at loT Week 20177,

The “FIESTA-I0T - Experimentation as a Service over Interoperable I0T Testbeds”
presented the latest results from the FIESTA-l0T project. The focus was on the
description of the 10T experimentation that is enabled by the FIESTA-IoT Platform not
only from a technical and practical perspective but also through the presentation of the
34 FIESTA-loT Open Call for Experimentation that was open and hosted proposals till
the 15" of June.

This session was held in International Conference Centre of Geneva (CICG) according
to the following agenda:

e 16:15 - 16:20: Welcome and presentation of the session;

e 16.20 - 16.50: Overview of the EaaS tools for experimentation on top of the
FIESTA-IOT platform;

e 16.50-17.10: FIESTA-IOT Training and Support for 3rd Parties;
e 17.10-17.30: FIESTA-IoT NEC SmartCity Magnifier demonstrator;
e 17.30-18.00: FIESTA-IoT 3rd and 4th Open-Calls and conclusions.

3 SUPPORT TOOLS STATISTICS
3.1.1 FIESTA-IoT Support Suite
3.1.1.1 Mantis Solved/Unsolved Issues

MantisBT is a web based bug tracking system. Over time it has matured and gained a
lot of popularity, and now it has become one of the most popular open source bug/issue
tracking systems. MantisBT is developed in PHP, with support to multiple database
backends including MySQL, MS SQL, PostgreSQL and DB2.

Using MantisStats plugin for Mantis summary report. It is a collection of 20+ statistical
reports grouped in ‘Issues’, 'People’, 'Time' and 'Trends' bundles for the Mantis system.

17 http://iot-week.eu/
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It operates on real-time data and provides it with (growing) number of managerial
reports, including comparison charts.

A summary of the usage of Mantis System:

- I =, I = " count o ’ Jump
[Summary] [ Mantissiats ]
Sammary
by Satm | open| reclvmd]__coned| tofl oy Dt (dey) | Opened| fuslved| o]
assigned ! - . 1 1 «1
resolved 2 2 a
closed - } 3 [ 2
7 [} -3
By Severity | __open| ___msolved] __cosed| __cocs R p o
minor
&0 20 =1
By Category open estived closed (== 90 20 -1
General | : 1 1180 20 +1
365 20 1
Thne Stats For Resolved Tssues (diys )
\ongest. gpen loxue o MostActve _______________|sco
¥ Quentson from Artorios Makoogarnabis and the ]
Longest apen 12.22 b e user nisme is o3 nabis 3 emal = 5
Average time 340
Total teme 68,08

Figure 14 - Summary of Mantis System.

Using MantisStats to show how many issues were opened, how many issues are
solved: (filter by Trends: opened vs resolved):

[Summary]

|

PROJECT: FIESTA

For issues reported and/or resolved between
2017-01-01 - [2017-08.22 DISPLAY

Granularity  ontnly v

*» 'Resolved’ shows resolution of wsues reported and resolved between
dates above

‘Resolved’ shows resolution of issues between dates above without
limiting their reporting dates

» Opened vs. resolved ssues chart

Figure 15 - Chart of Opened and Resolved Issues.
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For each supporter, it shows how many issues ended up solved:

(Group by: handlers)
[Summary]

People: by handlers ‘

PROJECT: FIESTA

For issues reported between
2017-01-01 - |2017-08-22 | DISFLAY |

For | current handlers only ¥

= Open issues chart » Resolved issues chart

tuantran
nikos
timgo
e _
jlanza
rachit

aanchez

i} 0.2 0.6 0.9 1.2 1.5 o 4 B

Figure 16 - Chart of Resolved Issues by helpdesk.

3.1.1.2 Chat Solved/Unsolved Issues

A summary of the chat history of Chat System:

spport fiwsta-icteu
Has unread Product Chat 10
messages LN

Seacch Vot xS
Information Status
© 3 B A ]
< u = ree cha
L e B A I
e a 23 A e cha
. 3 B A I
. a 2 Actve chat @0
- u = A )
© “ B3 Active chat  ofe
o = =B A {

Figure 17 - History Chats List.
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The chart shows how many issues in Live Chat were resolved, how many issues are
still unsolved:

For Chat Issues Reported
between 2017-01-01 to 2017-06-22

8
7
6
£ 5
w
2 i ™ Count
o
o
3
£
z 2
1 -
0
Solved Unsolved
Statis of chat

Figure 18 - Chart of Solved and Unsolved Issues.

3.1.2 GitHub Issue Tracker

The GitHub Issue Tracker!® is a page provided by the FIESTA-IoT project and has
information that can be used by users to better understand various aspects related to
the FIESTA-IOT platform. In this page, the information about the following FIESTA-I0T
components can be accessed:

in-house-dynamic-discovery
testbed.tpi

ontology
experiment.data.receiver

Figure 19 to Figure 22 report the access statistics to each repository available on the
GitHub Issue tracker. It is possible to acquire the number of views and the number of
unique visitors from the last fourteen days since the date of delivery of this document.

3.1.2.1 in-house-dynamic-discovery

This “in-house-dynamic-discovery”'® application focuses on the dynamic collection of
sensor data from heterogeneous platforms into a single application. For this
experiment, the focus is put on the climate domain so that only the features and
observations related to a subset of physical phenomena such as temperature,
illumination, wind speed, etc. are displayed on the application’s dashboard.

18 https://github.com/fiesta-iot

19 https://github.com/fiesta-iot/in-house-dynamic-discovery
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Visitors

=~ AN

a3 14

Figure 19 - Statistics of “in-house-dynamic-discovery” repository.

3.1.2.2 testbed.tpi

The “testebed.tpi"?? is a repository that provides a reference implementation of the TPS
(Testbed Service Provider) which is the interface for testbed to interact with FIESTA-
loT.

Visitors
-
1 //
1S~
\. .

. . . . o . . —

83 6

Figure 20 - Statistics of “testebed.tpi” repository.

3.1.2.3 ontology

Many testbeds have devices or applications that interact with the sensors and store
the data in their own proprietary formats. Different data formats lead to interoperability
issues.

The “ontology”?! is a unified semantic model that follows the best practices and enables
the interoperability between testbeds. The FIESTA-IoT Ontology is a fusion of
concepts from several ontologies, such as loT-lite, M3-lite Taxonomy, SSN, Time and
DUL.

20 https://github.com/fiesta-iot/testbed.tpi

21 https://github.com/fiesta-iot/ontology
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Visitors

L . £ N
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Figure 21 - Statistics of “ontology” repository.

3.1.2.4 experiment.data.receiver

The “experiment.data.receiver’?? repository contains a sample experiment Server that
receives a file from the Experiment Execution Engine (EEE).

Visitors
1< ——
\.

! ; : ; : i 1

38 4
Figure 22 - Statistics of “experiment.data.receiver” repository.

3.1.3 FIESTA-IoT Training Platform

The following figures report the user’s access statistics to each course available on the
FIESTA-IOT Training Platform. It is possible to acquire the number of views, number of
users and the last access date for each activity since the publication of the specific
course up to the date of delivery of this document. (Note that most of the content
available in the courses can be viewed as “Guest” account but only counts as one
user).

In Figure 23 is presented a summary of the statistics regarding the “FIESTA-IoT: What
is it ?” course.

22 https://github.com/fiesta-iot/experiment.data.receiver

Copyright © 2017 FIESTA-loT Consortium 23


https://github.com/fiesta-iot/experiment.data.receiver

Deliverable 6.4— Doc.id: FIESTAIoT-WP6-D6.4-170628-V10

FIESTA-loT: What is it ?
Computed from logs since Tuesody. 25 Sy 2016, 1030 PV

Actvity Viaws Last acoeas

What is FIESTA-loT ?

I NZbyOumery

Testbeds & Experiments

[} 700 by Busers  \meses & v 391

| 3 by N ey Leses

Figure 23 - Statistics of “FIESTA-loT: What is it ?” course.

From the analysis done we can obtain the number of views of each section in this
course. The Announcements section had a total of 61 views by 4 users. The section
with the information about “what is FIESTA-I0T” has reached a total of 502 views by 8

users.

The section about FIESTA-IoT Experimenters got 343 views by 8 users. The largest
number of views in this course was reached by the Testbeds section that has achieved

a total of 793 views by 8 users.

Guide for 3rd Parties

peted Yom ogs since Tusediny, 28 July 2018, 10230 PM

Actinity Viaws

FIESTA-loT Overview

I

FIESTA-loT Security Framework
1

Guide for Experimenters

i

Guide for Extensions

FIESTA-loT Handbook

Figure 24 - Statistics of “Guide for 3’ Parties” course.

by 7 mors
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The statistics for the “Guide for 3" Parties” course are shown in Figure 24

The section with some useful links and relevant information had a total of 665 views
and the “FIESTA-loT Handbook for Third Parties” document was consulted at least
121 times by 8 users through this training platform.

The “FIESTA-IoT Overview” section was viewed 763 times by 7 users while the section
about the “FIESTA-IoT Security Framework” was visited by 9 users with a total of 941
views. Regarding the “Guide for Extensions”, was consulted by 8 users 1863 times and
the folder with the contents used in the FIESTA-IoT Open Calls Training Workshop for
Extensions was accessed 174 times.

The following Figure 25, Figure 26 and Figure 27 show the acquired statistics for the
“FIESTA-IOT Open Calls” course.

FIESTA-loT Open Calls

Activity Views Last pccess

FIESTA-IoT - Open Calls Information

80 Uy 10 users  Wessmatey 1T Moy 2017, V101 Al 50 Seyw 4 b

Susers M

Figure 25 - Statistics of “FIESTA-IoT Open Calls” course.

Figure 25 shows that the section with contacts and the satisfaction survey for each
Open Call were viewed a total of 842 times. The documentation for the 15t FIESTA-I0T
Open Call was viewed by 22 users 102 times, the documentation for the 2" FIESTA-
loT Open Call had 96 views by 13 users while the documentation for the 3 FIESTA-
IoT Open Call has only 27 views by 6 users so far.

Figure 26 shows the statistics for each Open Call for Experimenters and Extension
section. The "Open Call 1 - Experiments" section reached 886 views (where 458 views
by 33 users were relative to "Experiment Feasibility"), the "Open Call 1 - Extensions"
section reached a total of 1086 views (being "Testbed Data Models" the most viewed
with 360 views of 30 users) and the section "Open Call 2 - Extensions" reached 570
views (where the most viewed was the "Testbed Data Models" with 143 views of 11
users followed by "Instructions on how to fill The Scorecards" with 8 users viewing 132
times). The section "Open Call 3 - Experiments"” reached so far a total of 66 views: the
most consulted was the "Experiment Feasibility" with 34 views by 6 users followed by
"Instructions on how to fill The Scorecards" with 3 users viewing 18 times and the least
consulted, until the delivery of this document, is the “Experiment Feedback” with 14
views by 4 users.
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Open Call 1 - Experiments

Open Call 1 - Extensions

Open Call 2 - Extensions

Open Call 3 - Experiments

1 o 6 Uoers

Figure 26 - Statistics of Open Calls for Experiments and Extensions.

The following Figure 27 refers to the presentation and submission of Proposals for
each Open Call where, until the delivery of this document, only is active the Open Call
3 for Experiments.

Submission of Proposals for OC1

Submission of Proposals for OC2

Submission of Proposals for OC3

5 try 8 umers

S0 Ly € Loars  Tmtiey. 0 hrw 2017, )

Figure 27 - Statistics of Submission of Proposals for each Open Call.

In the “Submission of Proposals for OC1” section the “Proposal Template” was
consulted 141 times while the “Submit Proposal” area was consulted by 41 users 1217
times. Regarding the section “Submission of Proposals for OC2” the “Proposal
Template” was consulted by 8 users 133 times and the “Submit Proposal area has 224
consults by 14 users. The active section of “Submission of Proposals for OC3” until the
delivery of this document has 5 users that consulted 25 times the “Proposal Template”
and 50 consults by 6 users related to the “Submit Proposal” area.
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4 INTEROPERABILITY TESTING AND VALIDATION

4.1 Introduction

This section describes the use of the certification suite (and of the accompanying
interoperability testing tools) to test and validate 10T platforms in terms of their
openness and interoperability. Interoperability is defined as “the ability of two or more
systems or components to exchange information and to use the information that has
been exchanged” [1]. An interoperability test therefore tests only that the correct
messages are exchanged between the two systems. It does not test any overall
functionality of the integrated platform, just that the two systems interact.

FIESTA-IOT performs interoperability testing for two purposes:

e Certification. FIESTA-I0T executes a set of interoperability tests to validate that
a developer’s software has achieved interoperability with a given API
specification. The developer requests the test be executed using the
certification portal?®. The results of these interoperability tests are stored, and
can then be provided by the developer to the certification process as the
evidence to achieve a given certificate.

e Developer Support. The developer executes their own interoperability tests. The
developer downloads a copy of the MBT-Interoperability Testing Tool to their
environment and executes the suite of tests locally. The purpose is to help the
developer identify when they have correctly implemented their technology to
semantically interoperate with a given API specification or Technology standard.

Certification by FIESTA-IoT

Certification illustrates how FIESTA-IOT performs interoperability testing of systems in
order to certify that the functionality of the 3 party developed system conforms to a
specification or standard.

1. In the general case: two systems (A and B) will interoperate based upon a
standard or specification. System B wishes to certify that it complies with the
specification, so that System A which also complies with the specification can
automatically talk to it. FIESTA-I0T sends a series of test messages to System
B and based upon the responses it determines compliance with the
specification. If System B passes these compliance test then it is awarded a
compliance certificate.

2. In the case of FIESTA-IoT testbed interoperability, the general case is applied
to the FIESTA-IOT TPS specification [2]. The testbed wishes to certify that they
comply with the specification in order to interoperate with the FIESTA-IoT
platform. FIESTA-IoT performs the compliance tests on the testbed and awards
a certificate where the testbed passes the criteria.

3. Interoperability with 10T Market Standards. In this case, the certification testing
of FIESTA-IOT tests the compliance of System B with a given market standard
e.g. ETSI OneM2M, NGSI, etc. such that it will interoperate with a System A
that also complies with the standard.

23 http://certificate.fiesta-iot.eu/
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In this version of the deliverable, we concentrate on the case of FIESTA-IoT testbed
interoperability. Providing a set of Interoperability tests for interacting with the FIESTA-
0T platform. We evaluate these tests by showing how the current FIESTA-IOT testbeds
have been validated to interoperate correctly. In the second version of the deliverable

we will present the interoperability and validation tests for loT Market Standards.

andard/: ification
System A PR ks i System B
Test Standard/Specification Compliance
EIEIE s Certificate
Certification ey
General Case S——
FIESTA-loT TPS Specification 31 Party
Platform Testbed
Test Standard/Specification Compliance
FIESTA-loT - FIESTAdoT
FIESTA-loT Certification — ‘ Certificate
Certification R
OneM2M ‘ OneM2M Standord’ OneM2M
System System
Test Standard/Specification Compliance
Marks. FIESTA-loT " Onemzm
Standard Certification — L curtiicate.
Certification T e

Figure 28 - Testing for Certification.

Developer Support

In the case where we provide support for developers via the downloadable MBT
Interoperability testing tool—the developer carries out the same types of tests as
described in Figure 28 (i.e. testing that testbed complies with the FIESTA-IoT
certification or that a platform complies with a market standard), except in this case the
test is carried out by the developer in their own development environment. Hence, it

can be considered:

() a pre-step before asking for certification; or
() local testing by a developer to ensure their systems interoperate before live

deployments.

Copyright © 2017 FIESTA-IoT Consortium
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4.2 Certification of FIESTA-I0T Specification Compliance

The FIESTA-IoT architecture is shown in Error! Reference source not found.. This
ighlights the interoperability testing to be achieved. Essentially, it is the bottom portion
of the figure where actions called on the TPS are tested to ensure that the integration
between TPS and testbed URL is correct. For example, in the NGSI case - a
GetObservation method call on the TPS API is translated onto a queryContext method
call in the NGSI-10 APL.In order for a testbed to join FIESTA-IOT:

1) It must implement the TPS API that the FIESTA-IOT facility leverages to
communicate with the testbed data.

2) It must ensure that the data it makes available to FIESTA-IOT aligns with the
FIESTA-I0T ontology and follows specified best practises.

3) It must use the certification portal to gain a TPS compliance certificate.
Performing these three actions correctly will ensure that a testbed correctly
interoperates with FIESTA-IoT. It is the task of interoperability testing to help
the integrator carry out these tasks — identifying when an outcome is
successfully achieved and the reasons if it failed (to help fix the interoperability
error).

To investigate the interoperability testing further, we first examine the
request/response TPS operations translated onto NGSI operations.

Interoperability t Two

i )

Figure 29 - The FIESTA-IoT Platform <-> Testbed Architecture [3].
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4.2.1 Individual Interoperability Compliance Tests

In this section, we list the individual and independent interoperability tests. These
perform a reusable subset of the larger interoperability tests, where these tests are
chained together to determine if a testbed complies with the TPS specification and
interoperates or not with FIESTA-IoT.

Each individual test is described using the following template:
e Test identifier: the unique identifier of the test.
e Test description: a short description of what the individual test aims to validate.

e Test model: the model of the test in the format used by the interoperability
testing tool, this visualises the test and supports re-use of the interoperability
test in other situations.

e User Input: the input fields containing parameters for executing the test.

¢ Interoperability Test pass criteria: the measures used to determine if a test had
been passed or not.

e Comments: a short discussion on the extent to which the test can be fully
automated.

As a reminder, the following legend explains the test models used in each test
specification:

Model element Description
Trigger Node

This indicates that the test will create and send a
message e.g. it will make a HTTP Post method call on
a URL. The transition describes the message and
content sent

Guard Node

This evaluates an observed message sent between
the two parties interoperating. The transition have
labels with rules that must be observed, e.g. the HTTP
message response must have a 200 code.

Loop Node

This ensures that tests are repeated until a counter
condition is true. Each time the state is reached the
counter is increased. For example, the counter is equal
to the number of elements in an array response.

End Node

This indicates the end of the test. This is either a
success state (the whole interoperability test has
passed) or a fail state (where the reason explains why
the test failed).
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Test identifier: TBl_GetLastObservation_1

Test description:

This TPS methods provides the latest values of a specific Sensor list within an
annotated document. It also provides the annotated document’s Content-Type. This
test determines if the correct response is provided for the list of sensor ids sent in a
request.

Test model:

Resource:/ontologyValldator/Observations
Method: Post

Header: Content-Type: apphcation/id+json,
Body: ($5A2 | Content | Content[%Count )55

— Success: false
Reason: Invalid data does not
Align with FIESTA-loT ontology
Guards

sards
HITP.code 200

Content validated false

Success: false
Reason: Invalid
GetLastObservationresponse

HANArds
TP.code == 200
L) ent.vadate rue
wiards
A 4 \ A/

Success: True
Reason: Certification Passed

User Input:

1) APl Key - the security key credentials for accessing the TPS API
implementation (optional).

2) URL location —the URL of the TPS API to be tested.

3) The Sensor ID list — comma separated list of identifiers to test (at least 1).

4) The data type of the observation — e.g. json+ld, turtle etc.

Pass Criteria:

e Every input sensor id returns a valid observation when the
/GetLastObservation method is called.

Comments:

The test receives input of a list of sensor ids and the testbeds URL for the TPS
implementation. The getLastObservation is called (Al to A2) this must return a list
of sensor observations for every ID in the method body. The loop node A4 calls the
FIESTA-IoT ontology validator with each observation value. If all are valid, and the
number of observations matches the number of input sensor ids then the test has
succeeded.
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TBI_GetLastObservation_1 Example

To illustrate how this test is executed, we trace through the model with a real example
from the FIESTA-IoT testbeds. First, this requires the tester to input the details of the
Santander FIESTA-I0T testbed to be certified:

{
"URL": **Changed from real value** http://tps.api.santander.testbed/tps,
"API KEY": ** Changed from real value ** u2344o0ddo34343ddddd,
"Sensor IDs": ** Changed from real value ** sensorl, sensor2
“Data type”: Id+json

}

The test is then executed and model flows through the following transitions.
Transition: A1 to A2

POST http://tps.api.santander.testbed/tps/getLastObservations
Accept: text/plain

Authorization: Basic u2344oddo34343ddddd

Content-Type: application/json

{ "sensorlIDs": ["sensorl", "sensor2"] }

Transition: A2 to A4

200 OK
Content-Type: application/json
Content-Length: 5733

{
"content-type":"application/ld+json",
"content":[ Observation1, Observation 2]

}

Transition: A5 to A6 (twice for each observation)

POST http://platform.fiesta-iot.eu/ontologyValidator/Observations
Accept: application/json
Content-Type: application/ld+json

{ Observationl }

Transition: A6 to A4 (twice for each observation)

200 OK
Content-Type: application/json

Content-Length: 401
{

"owner": "string",

"extension": "string",

"validated": true,

"start": "2017-06-02T14:51:03.337Z2",
"syntactic_duration": "1709 ms",
"semantic_duration": "24 ms",
"global_duration": "1733 ms",

"results": [
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{
"type": "Namespace and URI validation",
"value": "Nothing to show here! well done!"
}
Ik
"ResourceRegistered": {
"status": false,
"details": "testing"
}
}

Transition: A4 to A8

{

"Success": True
"Reason": “Certification Passed”

Test identifier: TBI_GetObservations_1

Test description:

This service provides the values of a specific Sensor list for a specific time-period in
an FIESTA-lIoT annotated document once. It also provides the annotated
document’s Content-Type. This test determines if the correct response is provided
for the list of sensor ids sent in a request.

Test model:

Resource: /GetObservations

ype: appli
lody: {"sensonDs”: [sensorid1, sensorid2]

“timePeriod”: [2017.06-03T14:1705, 2017-.06-03T15:1705]

vefontologyValidator /Observations

@ application/ldsjson,

dy: [SSAZ | Content | Content [%Count%)SS)
Success: false
Reason: Invalid GetObservations

Success: false
—\ Reason: Invalid data does not

response
le Align with FIESTA-loT ontology
] Guards
HTTP.code == 200
Ay Content valdated false
Success: True
Reason: Certification Passed
User Input:

1) APl Key - the security key credentials for accessing the TPS API
implementation (optional).

2) URL location —the URL of the TPS API to be tested.

3) The Sensor ID list — comma separated list of identifiers to test (at least 1).

4) The Date range - the start and stop times that make up the period of
observations to return.
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5) The data type of the observation — e.g. json+ld, turtle etc.
Pass Criteria:

e Any observation returned is valid and aligned with the ontology. No
observations in the period still passes the test.

e For certification — the test must trace at least once through A4 to A6 to A4.
Hence, the developer should input sensor details to allow this to happen.

Comments:

This test is similar in structure to the GetLastObservations test. The difference is that
in this case the observations may or may not be available (and hence testing for a
guaranteed response from any input sensor ID is not appropriate. Therefore, the
transition A4 to A8 only requires that the times through the loop to test valid
observations must equal the number of responses in the GetObservations
responses (this can be 0).

Test identifier: TBl_ pushLastObservations_1

Test description:

This method initiates a stream at the Testbed side which pushes continuously the
latest values of a specific Sensor list to a specific endpoint in an FIESTA-IoT
annotated document. This test checks that sequence will interoperate with FIESTA-
loT i.e. that a valid stream of data does indeed send messages to the identified
endpoint.

Test model:
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Resource: /pushLastObservations
Method: Post
Header: Content-Type: application/json, Authorization: API Key
Body: {
“sensorlDs": [“sensorlid”, “sensor2id”],
"endpointURI"; "http://certificate fiesta-iot.eu:8234/interoptest/id55tt"}
}

Guards:

Guards:
HTTP.code == 500 HTTP.code == 200
| 401 | 404 | 405 Content[Response] == “Push_Schedule Successfully Set Up”

Content[URL] != null

Guards:
HTTP.from == TESTBED_DOMAIN

C T == DATA TYP
Success: false Content-Type == DATA_TYPE

Reason: Invalid
pushlastObservations response

Success: false
Reason: Invalid data doesnot
Align with FIESTA-loT ontology

Resource:/ontologyValidator/Observations
Method: Post

Header: Content-Type: DATA TYEP,

Body: {SSContent [0]SS)

Guards:
HTTP.code == 200

Content.validated == false
Guards:

HTTP.code == 200

Content.validated == true
Success: True

Reason: Certification Passed

User Input:

1) APl Key - the security key credentials for accessing the TPS API
implementation (optional).

2) URL location - the URL of the TPS API to be tested.

3) The Sensor ID list — comma separated list of identifiers to test (at least 1).

4) The datatype of the observation — e.g. json+ld, turtle etc.

5) The Testbed Domain — the domain where the messages are pushed from.

Pass Criteria:

e The testing tool endpoint receives a message with valid observations from
the testbed IP domain.

Comments:

The tester provides details of the Testbed: URL, API Key, and domain. Further the
list of sensor ids and type of data observations are input. The test sets up the
subscription via the pushLastObservation method call; it creates a URL endpoint to
listen on. If the method succeeds the test listens for the observations sent to the
URL. If a message is received this is tested with the ontology validator to see if the
observations align with the FIESTA-IOT ontology. The test can be extended to test
that a stream of observations is received. The model below illustrates that the test
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loops through 5 times to test that 5 valid messages are received. 5 is chosen to
ensure that the implementation interoperates for a period of time, ensuring that the
data is streamed correctly,

Resource: /pushLastObservations
Method: Post
Header: Content-Type: application/json, Authorization: AP| Key
Body: (
"sensoriDs": [“sensorlid”, “sensor2id”],
“endpointURI™: “http://certificate fiesta-iot.eu:8234/interoptest/ids5tt"}
1

Guards:

Guards:
HTTP.code 500 HTTP.code 200
| 401 | 404 | 405 Content[Response] == "Push_Schedule_ Successfully _Set_Up”

Content[URL] != null

Guards:
HTTP.from TESTBED DOMAIN

Content-Type == DATA_TYPE
Success: false ontent-Type == DATA_

Reason: Invalid Guards:
pushlastObservations response HTTP.code == 200
Contentvalidated == true,

Success: false
Reason: Invalid data does not
Align with FIESTA-loT ontology

Resource:/ontologyValidator/Observations
Method: Post

Header: Content-Type: DATA_TYEP,

Body: [$SContent [0]5S)

Guards
HTTP.code 200
Content.validated == false

Guards:
Counter «« 5§

Success: True
Reason: Certification Passed

Test identifier: TBI_ pushSingleObservation_1

Test description:

This method pushes continuously the last value of a specific Sensor to a message
bus with the Sensor ID as queue topic.

Test model:
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Resource: /pushSingleObservation&sensoriD=sensor1id; endpointURI=
http://certificate fiesta-iot.eu:8234/interoptest/id55tt

Method: Post

Header: Authorization: AP Key

Guards:

HTTP.code == 200

Content[Response] == “Push_Schedule_ Successfully_Set_Up”
Content[URL] != null

Guards:
HTTP.code == 500
| 401 | 404 | 405

Guards:
HTTP.from == TESTBED_DOMAIN

- . T.
Success: false Content-Type DATA _TYPE

Reason:Invalid
pushlLastObservations response

Success: false
Reason:Invalid data doesnot
Align with FIESTA-loT ontology

Resource:/ontologyValidator/Observations
Method: Post

Header: Content-Type: DATA_TYPE,

Body: [SSContentSS}

Guards:
HTTP.code == 200
Content.validated == false

Guards:
HTTP.code == 200

Content.vahidated == true
Success: True

Reason: Certification Passed

User Input:

1) APl Key - the security key credentials for accessing the TPS API
implementation (optional).

2) URL location —the URL of the TPS API to be tested.

3) The Sensor ID — Sensor from which the stream observes.

4) The datatype of the observation — e.g. json+ld, turtle etc.

5) The Testbed Domain — the domain where the messages are pushed from.

Pass Criteria:

e The testing tool endpoint receives a message with valid observations from
the testbed IP domain for the single sensor.

Comments:

The tester provides details of the Testbed: URL, API Key, and domain. Further the
list of sensor ids and type of data observations are input. The test sets up the
subscription via the pushSingleObservation method call; it creates a URL endpoint
to listen on. If the method succeeds the test listens for the observations sent to the
URL. If a message is received this is tested with the ontology validator to see if the
observations align with the FIESTA-IOT ontology.
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Test identifier: TBl_ StopPushOfObservations _1

Test description:

This method stops a stream created via either the pushLast of pushSingle
Observation method. The test starts a stream and then tests that the stop method
stops the stream from sending observations.

Test model:

(=)

“-/ Success: true
| . _ Resson: Certification Test passed
Resource: [/pushSingleObservation&sensoriD=sensorlid; endpointURI °

http://certificate fiesta-lot ew:8234/interoptest/idS5tt
Meth 0st
Header: Authorization: API Key

Guards:

HITP.code 200

Content|Response “Push_Schedule_ Successfully _Set_Up"®
Content[URL] '= null

(i
Guards \

HTTP.from TESTBED DOMAIN
Content-Type == DATA_TYPE \

Guards
HTTP code == 200

A4 )

Success: false
Reason: Invalid
pushlLastObservations response

Success: false
Success: false Reason: Message stream not
Reason: Invalid data does not stopped

Align with FIESTA-loT ontology

Header: Content-Type: DATA_TYPE,
Body: {SSContentSs)

ot.ew:8234/interopt

User Input:

1) APl Key - the security key credentials for accessing the TPS API
implementation (optional).

2) URL location — the URL of the TPS API to be tested.

3) The Sensor ID — Sensor from which the stream observes.

4) The data type of the observation — e.g. json+ld, turtle etc.

5) The Testbed Domain — the domain where the messages are pushed from.

Pass Criteria:

e The testing tool endpoint receives a message with valid observations from
the testbed IP domain for the single sensor. After the stop push method is
called, no more messages are received at the URL endpoint.

Comments:

The test runs the pushSingleObservation method first in order to ensure a valid
stream is initiated so that testing of stopping it can be carried out.
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4.2.2 TPS Certification and Interoperability Tests

A certification test is a composition of a set of individual tests, taken from the previous
section that is carried out in a flow to determine if testbed achieves the provided
compliance with the TPS specification. The FIESTA-IoT certification portal executes
these tests and assigns a certificate based upon the results.

An interoperability test is a composition of a set of individual tests, taken from the
previous section that is carried out in a flow to test how well a testbed interoperates
with a given system or standard. It is executed by a testbed developer as a precursor
to requesting certification.

The difference between an interoperability test and certification test is as follows:

¢ An interoperability test tests that the two systems interoperate e.g. a testbed
interoperates with FIESTA-IoT.

e A certification test is an interoperability test carried out by a trusted party, i.e.
FIESTA-IOT in order to produce a certificate that states the two systems
interoperate.

We now describe a TPS certification test. Figure 30 illustrates the possible workflows
through the TPS certification test to validate if a testbed interoperates with FIESTA-I0T
or not. It can pass/fail one or more of the four individual tests:

e Pass TBI_GetObservations_1
e Pass TBI_GetLastObservations_1
e Pass TBI_pushLastObservations_1 and TBI_stopPushofObservations _1

e Pass TBI_pushSingleObservation_1 and TBI_stopPushofObservations _1

This is implemented as a single interoperability model that is uploaded to the
certification portal and can be then executed during the certification process.

TPS Certification
Test

TBI_GetLostObservation_ I TEI_GetObservations_1 TBL_ pushtostQbservations_1 T81_ pushSingleObservation_1

- =
stopPushOfObservations_1 stopPushOfObservations. I

Figure 30 - TPS Certification.

To launch the test, the user selects the TPS certification test from the drop-down menu
on the certification portal shown Figure 31. They then enter the required inputs for
these tests (these are automatically extracted from the model and displayed as input
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text boxes in the portal Ul. For example: API_KEY is the security credentials for
accessing the testbed’s TPS implementation, the DOMAIN is the IP domain, and the
TPS_URL is the endpoint to perform the test on.

= Interoperability testing

A o
T4

= Intcroperabity Testing

TPS_URL

& Launch

Figure 31 - TPS Certification test in the portal.

4.2.3 FIESTA-IoT Testbed Validation

To summarize this section, we use these certification and interoperability tests to
validate each of the current FIESTA-I0T testbeds. In the future, we will evaluate the six
additional testbeds from the open calls and evaluate their feedback about the process.
It can be seen in Table 1 that all of the FIESTA-IOT testbeds certified correctly and that
they used different tests to achieve a valid interoperability mechanism with FIESTA-
loT.

Table 1 - FIESTA-IoT TPS Validation Results

Testbed TPS test Result
SmartSantander | TBI _GetLastObservation 1 Pass
SmartlCS TBI_GetObservations_1 Pass
SoundCity TBI_GetLastObservation_1 Pass
KETI TBI_GetLastObservation_1 Pass
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4.3 Local TPS Interoperability Testing

Testbeds that join FIESTA-I0T will typically be of either of the following:

¢ An implementation whereby data is stored in its own proprietary format and
accessed via a proprietary API.
e Animplementation whereby data is stored using standards like:
o The OneM2M?* data model and using OneM2M interfaces,
o The NGSI data model and using NGSI interfaces?®.

The TPS component is then typically implemented as a wrapper of this testbed
implementation. This mapping is illustrated in Figure 32- here FIESTA-IoT calls the
TPS URL with an action, the TPS then calls the testbed URL with the standard’s
equivalent method. However, it may be that it is this mapping that causes
interoperability errors where a testbed tries to interoperate with FIESTA-IOT. So it is
possible to perform local interoperability testing between the TPS component and a
Testbed interface (provided they are distributed components). Such testing aims to
help the developer identify if there are any interoperability problems before they
propose their TPS to be tested in order to achieve FIESTA-IOT certification.

FIESTA-loT Platform

GetObservation

Certify that FIESTA-
loT interoperates
with TPS

Interoperability
test:

- Test the
translation from
APT to TPS

NGSI10.queryContext

Figure 32 - Interoperability Testing Overview.
4.3.1 FIESTA-IoT Stakeholder (Testbed) Performing Interoperability Testing

It is the stakeholder (in this document we are concentrating on the FIESTA-IoT
testbeds joining the federations) who will initiate and execute these interoperability
tests for their own value. In the simplest terms: the procedure for this testing is carried
out as follows:

1) Atestbed creates a TPS implementation that is a component that interacts with
the pre-existing interface to their deployment of resources. This could be one of

24 http://www.onem2m.org

25https://fforge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/FI-WARE _NGSI-
10 Open RESTful APl Specification

Copyright © 2017 FIESTA-loT Consortium 41


http://www.onem2m.org/
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_NGSI-10_Open_RESTful_API_Specification
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_NGSI-10_Open_RESTful_API_Specification

Deliverable 6.4— Doc.id: FIESTAIoT-WP6-D6.4-170628-V10

2)

3)

a number of I0T standards-based interfaces e.g. an NGSI testbed, or a
OneM2M testbed.

The testbed wants to test their TPS implementation (locally) before requesting
certification by FIESTA-I0T. So they run local tests to determine if their TPS
implementation correctly maps onto the underlying standard i.e., either
OneM2M or NGSI, and ensures interoperability between their testbed and
FIESTA-IoT.

When the interoperability tests have succeeded, the testbed runs the
certification tests on the certification portal. Note, this will only test their TPS API
and not anything concerned with NGSI; the testbed developer will have used
the MBT tool to resolve any interoperability issues before certification is
requested.

New Diagram*-Interoperability Pattern Editor - R “

File Edit View Layout Window Help

DOWE X[om @ @

Architecture | Bahaviowr System components FaM: Behaviour spectiication
:‘ | o
3y < 7
niefece clent
~ @
~
triggerstart
Nntarface
Hessaae Data
]
URL porter:
Resource patn
Method: - GET v (”V )
Type: XML v N
normal
(! Contunt % ’
lessage Content: 4
S oel g
o n("
cliant
v
(i
Table of Headers ( \‘_..,»)
Header Valun .IN- v |
( )‘
| trigoer —
Add new Header Hield
» *
Header alue S~
trgQer
Add Header
v
Update Megsage < >

304, 471

Figure 33 - Interoperability Test in the MBT tool

Figure 32 highlights the interoperability testing to be achieved. Essentially, it is the
bottom portion of the figure where actions called on the TPS are tested to ensure that
the integration between TPS and testbed URL is correct. For example, in the NGSI
case - a GetLastObservation method call on the TPS API is translated onto a
gueryContext method call in the NGSI-10 API. In order to execute this test, the
stakeholder uses the MBT tool which has been presented in previous deliverables?®,

26 FIESTA-loT consortium, “Certification Suite V1”, Deliverable D6.2, February 2017.
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and is available to download as an open source tool?’. A testbed admin must download
this tool and install it in their development environment.

To demonstrate this interoperability testing further, we first examine a
request/response TPS operation translated onto an NGSI operation, in order to carry
out TPS to NGSI interoperability testing. This procedure can then be followed for other
actions across other market standards.

4.3.2 An NGSI-10 to FIESTA-IoT TPS Interoperability Test

To retrieve the last sensor value for a given sensor ID, FIESTA-IoT will call the TPS
implementation of the testbed via the getLastObservations method.

This is of the following format where we assume the unique identifier of the sensor is
the same across FIESTA-I0oT and the testbed i.e. Room1. Note, if the two are different
then the ID can be queried from the IloT-Registry utility service — GET
/utils/{fiesta_identifier}/{to_testbed} which will return the testbed Id
(Room1l) that matches a FIESTA-IoT id e.g. fiesta.testbedX.Room1.

POST http://testbed _tps_url/tps/getLastObservations
Accept: text/plain

Authorization: Basic u2344oddo34343ddddd
Content-Type: application/json

{

"sensorlIDs": ["Room1"]

}

The testbed must correctly transfer this to an NGSI-10 QueryContext call with the
pattern to search for. The interoperability test for this is to ensure that the entities
request object below contains the same ID field as from the getLastObservations body.

{

"entities": [

{
“type“ : "nk ||'
"isPattern": "false",

"id": "Room1"

}

The NGSI QueryContext response is as follows:

{

"contextResponses": [

{

27 https://github.com/pjgrace/connect-iot
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"contextElement": {

"attributes": [
{
"name": "temperature",
"type": "float",
"value": "23"
2
{

"name": "pressure",
"type": "integer",
"value": "720"
}
l,
"id": "Room1",
"isPattern": "false",
"type": "Room"
2
"statusCode": {
"code": "200",
“reasonPhrase": "OK"
}
}
}

The TPS component then creates the GetLastObservation response (which annotates
this NGSI message response using the FIESTA-I0oT NGSI annotator and returns it as
the result of the original TPS method call.

We now describe the interoperability test that can be executed using the MBT tool in
order to test that a TPS APl component interoperates with a testbed NGSI API.

Test identifier: MBT_TPSNGSI _1
Test description:

This method tests the interoperation between a testbed with an NGSI-10 API
specification implementation and a FIESTA-IoT TPS component. It tests that the
GetLastObservations method call is correctly mapped onto the NGSI data model
and NGSI-10 methods.

Test model:
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\

Header: Content-Type: application/json,
Authorization: API Key
Body: [“sensorlDs”: [sensorid1 ]}

Guands:
HITP from 1PS_IPAddress
HTTP.method == GET
HTTP. path = futils/wdemtifier1o_testbed

Content semsondl
{D
Guards:

HITP from == 1OT_REGISTRY_IP
HTTP code 00

Resource: /GetLastObservation
Method: Post

Guards
HTTP from TPS IPAddress

HITP.method == POST

HTTP path fqueryContext

Content-Type <= Apphcation/Ison
Content.entitiesf0.id SAZ |Content |sensond$S

Guards:

HTTP from == TPS IPAddress

HTTP.method == POST

HTTP.path fontologyvalidator/Observat n?/‘

AS

Guards

HTTP from == Validator_WPAddress
HTTP conde 200
Content.validated == false

Guards
HTTP.from == NGSI_WPAddress
HITP.method == REPLY u
Content-Type == Apphcation/lson
Content. ContextResponses Context Element attributes{o] 1= null
Content.ContextResponses ContextElement d SA2 |Content | sensorid$

QH Guards

Success: True HTTP from ==« TPS_IPAddress

Reason: Intaroperation Success HTTP.code == 200
Content.content|0] 1= null

Guards Succass: False
HTTP from == Validator WAddress Reason: Interoperability failed
HITP code == 200
Content validated true

User Input:

1) APl Key - the security key credentials for accessing the TPS API
implementation (optional).

2) URL location —the URL of the TPS API to be tested.

3) NGSI URL - the URL of the testbed API.

4) The Sensor ID — Sensor to get the observation of.

5) The Testbed Domain — the domain where the messages are pushed from.

Pass Criteria:

e The getLastObservation method call is mapped correctly onto the NGSI call
and the matching data observations from the testbed are returned to FIESTA-
loT in a valid format (validated by the FIESTA-IoT ontology validator).

Comments:
The test behaves as follows:

1) The test calls getLastObservations on the testbed TPS implementation (Al
to A2).
2) Observe the interaction with the 10T registry to get the correctly mapped
sensor id (A2 to A7).
3) Observe the call from the TPS component to the NGSI-10 interface (A2 to
A3):
a. Check the call params, body-content
b. Check the content is a correct mapping for the requested sensor-ids
4) Observe the correct NGSI-10 response (A3 to A4)
a. Check the call params, body-content
b. Check that the sensor-id responses match those requested
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5) Observe the TPS component validating the observation response (A4 to A5
to A6)
6) Observe the TPS GetLastObservation response message (A6 to A8)

a. Check the call params, body-content are correct.

b. Check the translation of the NGSI contextResponse matches the
annotateMeasurement data in the FIESTA-IoT response (e.g. the
sensor value is the same, the sensor type is the same, etc.

7) If passed, the interoperability test has shown that the GetLastObservation
call correctly

The model of this test is provided to the user and can be executed using the MBT
interoperability testing tool (seen in Figure 33). This returns an interoperability report
about where the interoperability succeeds and if it fails, which part of the interaction
is responsible for the failure e.g. the TPS API part, or the mapping of NGSI data to
FIESTA-I0T data format etc.

4.4 Conclusions and Interoperability Testing and Validation Plan

This deliverable has provided details of the certification and interoperability testing of
TPS components developed in order to allow a testbed to fully integrate with FIESTA-
IoT. That is, we have described specifically how testbeds can use the interoperability
testing tools in order to test that their TPS API specification implementation is both
correct and will interoperate with FIESTA; and how they can then ask FIESTA-IoT to
certify this achieved interoperability.

In the future, the interoperability testing will be extended according to the following
plan:

e Extension of TPS testing to include a range of testbeds & Certification of the
testbeds that joined FIESTA-IoT as part of the first two open calls (Month 30).

e Market testing. The further development of models of market standards e.g.
OneM2M, NGSI, and OCCI among others. Then the subsequent development
of certification tests and reports that will allow FIESTA-IoT to identify where
systems comply with these specification and standards (M33).

e Evaluation of Market testing (M30 to M39). Use of the certification portal via
3" parties (open to all) to certify a software against one of the market standards.
We will collect feedback from these users in order to evaluate the effectiveness
of the certification solutions, and the level of trust users have in these tools.
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5 CONCLUSION

This document is a result of the work carried out during the FIESTA-IoT Work Package
6 focusing on the "Training, Consulting and Validation" FIESTA-IoT tools.

This document provided a detailed description of the FIESTA-IOT training platform,
which is organized in different and specific courses, to help users in the correct of use
the FIESTA-IoT platform. The statistics collected on the interactions with external
users, using different FIESTA-I0T support tools, up to the delivery date of this
document, were presented as well as a brief description of each of these tools.

This document addressed the Interoperability and Validation tests in the integration
process of a testbed into the FIESTA-IoT platform and all the necessary information to
support the FIESTA-I0T Open Calls, where training workshops were organized to
present the FIESTA-IOT Platform to third parties.

In the next version of this deliverable will be given continuity to these topics, will be
included the documentation about the next two FIESTA-IoT Open Calls and relevant
information about the next training workshops sessions for third parties.
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ANNEX A — AGENDA: 15T OPEN-CALL TRAINING WORKSHOP FOR
EXPERIMENTERS

Date: 14™ March 2017

10:00 — Welcome and briefing

10:15 - Training and support

Present training platform and the procedure to get support and to solve issues.
10:35 - FIESTA-IoT available testbeds descriptions — Focus on datasets available
SmartSantander (Smart City)

SmartlCS (Smart Building)

KETI (Smart Building)

Inria (Crowdsourcing noise information)

11:00 — FIESTA-IoT Ontology

General aspects of the ontology. Special emphasis to M3-Lite taxonomy
11:25 — Break and refresh

11:40 — Authentication and Authorization — SSO Token

Get and use the token. Roles and access privileges (how to be upgraded)
12:10 — Platform overview

Focus on components that will be actually serving the experimenter. Experimenter Workflow
12:40 - Portal-based platform services

13:15 — Lunch break

14:30 — Meta-Directory REST-based services

SPARQL endpoint, Queries storage; SPARQL Templates

15:00 - Already existing experiments description

Success stories and best practices using the FIESTA-IoT Platform

15:15 - Questions and answers

Time to briefly (5 minutes per experiment) present the experiments

16:30 — Workshop closure
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ANNEX B — AGENDA: 15T OPEN-CALL TRAINING WORKSHOP FOR
EXTENSIONS

Date: 17™ March 2017

10:00 — Welcome and briefing
10:15 - Training and support
Present training platform and the procedure to get support and to solve issues.
10:35 - FIESTA-IoT Ontology

General aspects of the ontology. Special emphasis to M3-Lite taxonomy. Template for gathering
requirements

11:00 — Platform overview

Focus on Testbed Provider Interface (TPI). Testbed Provider Workflow
11:30 — Break and refresh

11:45 — Authentication and Authorization — SSO Token

Get and use the token. Roles and access privileges (how to be upgraded)
12:15 - TPS Development and Annotator as a Service

Testbed Provider Services (TPS) API description

12:45 — Own annotator development and validation tools

Annotator development best practices and Minimum valid document. Validator and Certification Portal
13:15 - Lunch break

14:30 - Testbed registration and Resources registration process
15:00 — TPI Configurator usage

15:30 — Questions and answers

Time to briefly (5 minutes per testbed) present the testbeds

16:30 — Workshop closure
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ANNEX C — AGENDA: 2"° OPEN-CALL TRAINING WORKSHOP FOR
EXTENSIONS

Date: 29™ May 2017

10:00 — Welcome and briefing
10:15 - Training and support
Present training platform and the procedure to get support and to solve issues.
10:35 - FIESTA-IoT Ontology

General aspects of the ontology. Special emphasis to M3-Lite taxonomy. Template for gathering
requirements

11:00 — Platform overview

Focus on Testbed Provider Interface (TPI). Testbed Provider Workflow
11:30 — Break and refresh

11:45 — Authentication and Authorization — SSO Token

Get and use the token. Roles and access privileges (how to be upgraded)
12:15 - TPS Development and Annotator as a Service

Testbed Provider Services (TPS) API description

12:45 — Own annotator development and validation tools

Annotator development best practices and Minimum valid document. Validator and Certification Portal
13:15 - Lunch break

14:30 - Testbed registration and Resources registration process
15:00 — TPI Configurator usage

15:30 — Questions and answers

Time to briefly (5 minutes per testbed) present the testbeds

16:30 — Workshop closure
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